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EXECUTIVE SUMMARY

The Office of Internal Audit (OlA) has completed the compliance audit of the Technology Services (TS)
Department’s Disaster Recovery Plan (DRP) and Business Continuity Plan (BCP). This audit was scheduled
on the annual risk assessment plan for School Year (SY) 2022/2023. A previous consultation audit of the
TS DRP/BCP was completed on June 30, 2021. A copy of the consultation’s final audit report was
delivered to the District’s Executive Management, and an Executive Summary of the consultation was
provided to the Governing Board on June 30, 2021. The conclusion sections of the consultation audit
report noted that a new assurance audit would be conducted in approximately twelve months from the
issuance date of the final consultation audit report.

The purpose of this compliance audit was to determine:
1- The compliance of the TS DRP/BCP manual with exiting guidelines.

2- lts readiness to manage an occurrence in an effective and efficient manner -prior to, during, and
after a disaster- using the provided TS’s DRP/BCP manual and data.

3- The progress on the implemented Management Responses and Corrections (MRCs) from the
consultation audit finalized on June 30, 2021.

This compliance audit is a review of TS’s DRP/BCP manual and supporting data; it does not reflect or
discount the effectiveness of the TS management or its staff. The current TS management and staff have
proven themselves capable of, and qualified to, get through an unforeseen dramatic event.

Simply stated, lesser experienced or lesser qualified staff members would need to rely on implementing
the standard procedures and processes of the TS DRP/BCP manual. Therefore, the manual’s content
should be sufficient to guide others through future unforeseeable catastrophes, that could include, the
current TS management and staff being unavailable.

Internal Audit assessed the requested and provided TS DRP/BCP materials, which contained, their
updated DRP/BCP manual, District policies, TS’s standard operating procedures, and specified reports.
This audit also reviewed the MRCs from the previous consultation audit.

The audit scope encompassed information from July 1, 2021, through June 30, 2022.

The objectives of this assessment were similar to the previous consultation audit, with some necessary
adjustments to accommodate requested limitations by the TS department.

The audit objectives were achieved by reviewing provided copies of requested preliminary items
uploaded by TS into a shared Microsoft Teams folder. The TS information was compared to content
created by leading organizations, and agencies that develop, review, and issue appliable DRP/BCP
standards, policies, procedures, regulations, and guidelines.

Excluded from this audit were DRP/BCP vendor activities, employee duties/responsibilities, site
visitations, and unrelated TS DRP/BCP tasks.

Observations are listed below, in order of their perceived risk -highest to lowest- as determined by
Internal Audit:

1. NO DEPARTMENTAL POLICIES AND PROCEDURES
Condition: The TS Department does not have written policies and procedures for the Disaster
Recovery (DR) and/or Business Continuity (BC).

2. LIMITED INFORMATION AND CONTENT IN TS’s DRP/BCP
Condition: The TS DRP/BCP content is limited, and it is missing basic DRP/BCP elements.
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No WRITTEN TS DRP/BCP FOR ESSENTIAL DISTRICT DEPARTMENTS
Condition: TS’s DRP/BCP manual does not include or identify essential district departments and their
key procedures.

UNDIFFERENTIATED DRP AND BCP PROCESSES, PROCEDURES, AND RESPONSIBILITIES
Condition: The TS DRP/BCP does not differentiate between working through a disaster versus
recovering from a disaster.

TS’s DRP/BCP MANUAL LACKS FOUNDATIONAL CORE PRINCIPLES
ConbiTioN: The TS DRP/BCP manual does not disclose what basic core principles and/or
fundamentals were followed to create the department’s manual.

NO MANAGEMENT RESOLUTIONS TO THE FINDINGS OF THE EXTERNAL TEST REPORT
CONDITION: The recently provided external test report, dated February 3, 2022, did not contain
management’s responses or scheduled corrections to the findings.

UN-IMPLEMENTED MANAGEMENT RESPONSES AND CORRECTIONS (MRC’S) FROM CONSULTATION AUDIT
CONDITION: Specific to the previous Consultation Audit, some progress on the recommended and
provided MRC’s has been made.

RESTRICTION AND DELAYED ACCESS TO INFORMATION
CONDITION: TS created delays on requested preliminary documents, requested extensions, re-
schedules, and requested audit limitations.

BUSINESS IMPACT ANALYSIS (BIA) REPORT
CONDITION: The provided BIA document was missing key elements commonly found in a BIA report.

VAGUE DRP/BCP STANDARD OPERATING PROCEDURES
CONDITION: Standard Operating Procedures (SOP) for DRP/BCP do not provide sufficient guidance or
instructions.

VARIATIONS BETWEEN DEVICES LISTED IN THE SUPPORTING DATA AND TS’s DRP/BCP MANUAL
CONDITION: Some devices listed in the TS DRP/BCP manual -Section VIII -Network Infrastructure were
not included in the supporting data.

RESULTS IN TS’s BACKUP LOG
Condition: No explanation or corrections for, failed jobs and failed objectives in the provided
“BackupLog-Physical Virtual2-July2022”.

OVERSIGHTS IN TS’s DRP MANUAL
Condition: The DRP Manual for the IT Department contains several changes, undisclosed reference,
and oversights.
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BACKGROUND

The Technology Service Department (TS), for the Tucson Unified School District (District), “...is
committed to enhancing and improving the District’s technology resources and support at all of
the District’s schools on an equitable basis. The data network we support extends over 250
square miles and serves approximately 43,000 students and 8,300 staff. Our network is one of
the largest in the state.”!

The District’s TS Department is responsible for one of the largest school networks in the state;
the District is comprised of 89 schools K-12, plus educational programs and administrative
departments.

The mission of the District is “...in partnership with parents and the greater community, is to
assure each pre-K through 12th grade student receives an engaging, rigorous and
comprehensive education. The District is committed to inclusion and non-discrimination in all
District activities. At all times, District staff should work to ensure that staff, parents, students,
and members of the public are included and welcome to participate in District activities.”?

The department supports, maintains, and provides solutions while ensuring a safe and secure
infrastructure. TS ensures the District’s end users experience minimal disruption during daily
activities by managing various mediums of communication between applications/software,
providers, vendors, and other parties.

OnJune 30, 2021, a consultation audit was performed and completed of the TS Department’s
Disaster Recovery Plan (DRP) and Business Continuity Plan (BCP).

The consultation audit was originally intended to be an assurance audit. During the preliminary
stages of the audit, the scheduled audit was converted into a consultation audit. The change was
viewed as an opportunity to add value to management’s efforts. The change was discussed and
agreed to by TS’s Chief Technology Officer (CTO) and Information Technology Director (Director)
on February 8, 2021.

The Institute of Internal Audit (IIA) classifies internal audits as either assurance or consultation.
The main difference between them is their level of risk, management’s involvement during the
audit process, and the distribution of the final report.

lIA definitions:
Assurance audits are “An objective examination of evidence for the purpose of providing
an independent assessment on governance, risk management, and control processes for
the organization. Examples may include financial, performance, compliance, system
security, and due diligence engagements.”® These audits have a systematic format,
minimal flexibility, and require Management’s Response and Commitments (MRCs) to
audit observations.

Consultation audits are “Advisory and related client service activities, the nature and
scope of which are agreed with the client, are intended to add value and improve an
organization’s governance, risk management, and control processes without the internal
auditor assuming management responsibility. Examples include counsel, advice,
facilitation, and training.”* These audits have a flexible format to allow feedback from
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management during the audit process, and a collaborated effort on the corrections of
the audit findings. No MRC's are required; however, if management decides to provide
them, they become part of the final audit report.

Regardless of the type of internal audit, the lIA performance and implementation standards
should be followed when analyzing organizational controls, governance, and risk management.

After a consultation audit, it is common practice to schedule and perform an assurance audit.
The schedule for the upcoming assessment audit is discussed and agreed upon with
management during the exit meeting.

During the exit meeting of the consultation audit, July of 2022 was selected by TS’s Executive
Management, and agreed upon by Internal Audit, as the date to conduct the assessment audit of
the TS DRP/BCP.

Notification of this assurance audit was documented in the conclusions of the final consultation audit
report, which read “An assessment audit of the IT DRBCP will be scheduled for approximately one
year from the date this final report is delivered to the Superintendent”. The report was
delivered to the Superintendent on June 30, 2021. This audit was also scheduled in the provided
Annual Internal Audit Plan (Audit Plan) for a specified School Year (SY) 2022-2023. The Audit Plan
is a worksheet that includes a list of audits and their estimated schedule to be performed during
the upcoming SY. The Audit Plan for SY 2022-2022 was e-mailed to the Governing Board, Audit
Committee, and Executive Leadership on May 13, 2022. The Audit Plan was also presented
during the Audit Committee’s public meeting on May 20, 2022, in which TS executive managers
were present.

The focus of this audit was to review TS’s processes and procedures regarding DRP/BCP; it was
not intended to reflect or discount the effectiveness or abilities of the TS management or its
staff. It is noteworthy to acknowledge that the current TS management and staff have
demonstrated and proven themselves capable of navigating the District through an
unforeseeable pandemic.

Nonetheless, capabilities and qualifications of the current TS team does not eliminate the need
to have a comprehensive TS DRP/BCP manual, policies, procedures, and standards for the
department. Having a DRP/BCP is a preventative measure to aid recovery and/or maintain
operations in case of future unforeseeable catastrophes. It is possible that a future event may
include the current TS management and/or staff members being unavailable.

Terminology: The terms DRP and BCP are sometimes used synonymously by organizations with
minimum distinctions between their activities and requirements. Not identifying pertinent
activities and processes in each of these plans creates gaps in their executions and effectiveness.

The DRP is sometimes referred to as an Emergency Operations Plan (EOP), or Enterprise Backup
& Recovery Plan (EBRP). The BCP is referred to as a Business Continuity Management (BCM),
Business Process Continuity (BPC), and/or Continuity of Operations Plan (COOP).

The diagram below, obtained from the Office of the Arizona Auditor General (AZ Auditor),
displays the DRP and BCP as two separate plans stemming from “Incident Management”.
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Having individual DRP’s and BCP’s, with identifiable responsibilities, enhances the organizations
efficiency and effectiveness of operation by eliminating potential tasks that could be overlooked
during chaos.

This audit will refer the DRP and BCP as two separate plans while noting some interconnected
activities. References of DRP and BCP utilized in this report were focused, whenever possible, on
criteria and policies related to technology services, education (K-12), and combinations thereof.

The Information Systems Audit and Control Association (ISACA), formal definitions of a Disaster
Recovery (DR) and Business Continuity (BC), are:
“Disaster Recovery (DR): Activities and programs designed to return the enterprise to an
acceptable condition. The ability to respond to an interruption in services by
implementing a disaster recovery plan (DRP) to restore an enterprise's critical business
functions.”®

“Business Continuity Plan (BCP): A plan used by an enterprise to respond to disruption of
critical business processes. An organization depends on the contingency plan for
restoration of critical systems.”’
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The National Institute of Standards and Technology (NIST) is the federal government guiding
document for Informatics and Information Technology (I&IT); its series document 800-34
addresses the required guidelines and provides a more comprehensive definition of DRP and a
BCP. (NIST’s guidelines are consistent with the requirements of the Office of Management and Budget
(OMB) Circular A-130).
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NIST specifies, “The DRP applies to major, usually physical disruptions to service that deny access
to the primary facility infrastructure for an extended period. A DRP is an information system-
focused plan designed to restore operability of the target system, application, or computer
facility infrastructure at an alternate site after an emergency. The DRP may be supported by
multiple information system contingency plans to address recovery of impacted individual
systems once the alternate facility has been established. A DRP may support a BCP or COOP plan
by recovering supporting systems for mission/business processes or mission essential functions
at an alternate location. The DRP only addresses information system disruptions that require
relocation.”®

NIST states, “The BCP focuses on sustaining an organization’s mission/business processes during
and after a disruption. An example of a mission/business process may be an organization’s
payroll process or customer service process. A BCP may be written for mission/business
processes within a single business unit or may address the entire organization’s processes. The
BCP may also be scoped to address only the functions deemed to be priorities. A BCP may be
used for long-term recovery in conjunction with the COOP plan, allowing for additional functions
to come online as resources or time allow. Because mission/business processes use information
systems (ISs), the business continuity planner must coordinate with information system owners
to ensure that the BCP expectations and IS capabilities are matched.”*°

According to TechTarget, “Disaster recovery (DR) and business continuity planning are often
linked, but they are different. A DR plan is reactive, as it details how an organization recovers
after a business disruption. A business continuity plan is a proactive approach that describes how
an organization can maintain business operations during an emergency.”*!

Simply stated, and regardless of the acronym used, each plan has specific functions. DRP focuses
on restoring data access and IT infrastructure after a disaster. BCP focuses on keeping business
operational during a disaster.

The AZ Auditor General goes even further, as to eliminate the guess work, by providing steps in
the process their agency would find acceptable for an organization to have in its contingency
plan. Starting with the fundamental steps of developing a written policy.

Contingency Planning Process

IMAGE IS FROM THE AUDIT GENERAL RISK AND BUSINESS CONTINGENCY PLANNING 12
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STATEMENT OF AUDITING STANDARDS

Internal Audit used IIA standards as a guide, along with the research performed on DRP/BCP
from leading organizations entrusted with writing guidelines, responding to occurrences, and
performing assessments, such as: Arizona Auditor General (AZ Auditor), Information Systems
Audit and Control Association (ISACA), National Institute of Standards and Technology (NIST),
Federal Information System Controls Audit Manual (FISCAM), International Organization for
Standardization (ISO), Arizona Strategic Enterprise Technology (ASET) Office, U.S. Government
Accountability Office (GAO), Government Auditing Standards (GAS), and the Department of
Education (DOE).

Additional research was conducted for applicable DRP and BCP District policies, procedures, and
acceptable industry practices and regulations regarding technology services departments in
school districts with similar student populations throughout the nation.

Audit Due Professional Care and Inherent Risk

Audits are designed to add value; this can be done with participation and collaboration from all
levels of management.

All audits contain an element of inherent risk; this is a limitation with countless reasons. Audits
can only evaluate, analyze, and develop conclusions and recommendations on accessed District’s
internal data, applicable records, and collaboration from management and leadership.

Due Professional Care implies reasonable care and competence, not infallibility.

Internal audits are conducted to provide management with reasonable —not absolute- assurance
that the organization’s objectives will be met.

AUDIT SCOPE

The scope for this assurance audit is from July 1, 2021, through June 30, 2022. The internal
audit activities were concentrated on reviewing the content of TS’s DR and BC manual, and
supporting documents.

AUDIT PURPOSE AND OBJECTIVES

The purpose of the audit was to provide an independent and objective assessment of the
department’s DRP/BCP manual. And to verify the implementation of agreed upon MRC’s from
the previously performed consultation audit.

The set objectives of this audit were to evaluate the department’s DRP/BCP to determine
compliance of its DRP/BCP’s manual, efficiency, and effectiveness.

Audit objectives were achieved by analyzing and reviewing the following documents:
a- TS’s DRP/BCP manual.
b- TS’s Processes of the DRP/BCP.
c- TS’s Standard Operating Procedures (SOPs) for DRP/BCP.
d- TS’s Business Impact Analysis.
e- Existing district policies.
f-  CDW Security Assessment for the District.
g- Previous consultation audit report and relevant supporting documents.
h- Research of DRP/BCP for acceptable standards, regulations, and guidelines.

5
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AUDIT METHODOLOGY

Compliance with acceptable DRP/BCP were determined by comparing the requested documents
from TS to applicable district polices, acceptable practices, procedures, and research of DRP/BCP
standards from governing organizations and agencies.

Effectiveness and efficiencies of DRP/BCP’s were determined by evaluating and reviewing the
processes, content, and procedures to determine if the steps in the process were functional.
Example, during a disaster, would following the processes in TS’s DRP/BCP manual result in
effective risk management -maintain or restore- operating systems and efficiently re-establish
the department and the District’s critical functions in an acceptable time frame.

Implementation and completion of observations from the previous consultation audit were
accomplished by reviewing and comparing the new TS DRP/BCP manual and information to the
corresponding documents analyzed during the previous consultation audit. There were no: in
person meetings, testings, or observations of related DRP/BCP processes, practices,
performances, or implementations. There were no reviews of TS’s DRP/BCP staff
responsibilities, department infrastructure, visitations to TS site(s) or the District’s disaster
recovery and business continuity location(s).

EXCLUSIONS:

TS vendor contracts and activities, employee responsibilities, assignments, and TS’s practices and
tasks not related to DRP/BCP’s.

Audit observations and recommendations are listed below, in the order of their perceived risk, as
determined by Internal Audit.

AUDIT OBSERVATIONS AND RECOMMENDATIONS

1. NoO DEPARTMENTAL POLICIES AND PROCEDURES

Condition: The TS Department does not have written policies and procedures for the
Disaster Recovery (DR) and/or Business Continuity (BC).

Criteria: Arizona Auditor General (AZ Auditor) states, “While most districts have some IT
policies and procedures in place, those policies or procedures may not be comprehensive
enough to cover all IT areas or may need to be more formally documented... The following
list of policy topics is not intended to be exhaustive, so a district may have additional policy
needs. Only after evaluating current systems and processes will a district be able to
determine exactly what policies and procedures it needs to help secure its IT resources.

Some policy topics a District should address include the following:
o Data privacy, security, and access to data and systems, including data backup, remote
access, and wireless networks.
e General IT security, user password security, device security settings, etc.
e Logging and monitoring of key activities on systems and networks.
e Appropriate use of the internet and District e-mail systems.
¢ Security and use of student information system.
e Use of accounting information system.
* Specific DR and BC planning (See FAQs #6-9 for more information).”*3

6
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Effect: The department provide existing District policies pertinent to TS, for the requested
DRP/BCP policies; however, the provided policies do not reference DR or BC actions. During
the previously conducted consultation audit a questionnaire was performed in which the
department’s executive manager response to having a DRP/BCP policy was “...A District
Policy formulation update in progress” 4
Not having departmental or District policies for DRP/BCP will result in the department’s
inability to uniformly perform and/or uphold:

e Operational standards.

e Accountability for actions, or lack of.
e Guidance for employees on activities and tasks.
e Governance and direction to its organizational structure.

e Transparency to taxpayers.
Cause: No DRP/BCP polices.

Recommendations:
a. Create policies, procedures, and processes specific to DRP and BCP.

b. Correlate DRP/BCP documents with acceptable standards, policies, and procedures.

LIMITED INFORMATION AND CONTENT IN TS’s DRP/BCP
Condition: The TS DRP/BCP content is limited and is missing basic DRP/BCP elements.

Criteria: DRP/BCP content may vary depending on the industry and the organization;
however, there are commonalities in content and key elements.

“The Arizona State Emergency Response and Recovery Plan (SERRP) is an all-hazards plan
addressing Arizona’s hazard and threat environment, including natural, technological, and
human caused emergencies or disasters... The plan is designed as a high tier Whole
Community document identifying state agency roles and responsibilities during an
emergency or disaster.”1®

“NIST Special Publication 800-34, Rev. 1, Contingency Planning Guide for Federal Information
Systems, provides instructions, recommendations, and considerations for federal
information system contingency planning. Contingency planning refers to interim measures
to recover information system services after a disruption. Interim measures may include
relocation of information systems and operations to an alternate site, recovery of
information system functions using alternate equipment, or performance of information
system functions using manual methods.” 16

Image below, is an example of the Table of Contents from The National Institute of Standards
and Technology (NIST) Special Publication 800-184, showing some of common items in a DRP
guide.
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ISACA’s second Information System Recovery Principles states: “Create a Recovery Team
with Roles and Responsibilities — The team should include all the functions and roles
necessary to quickly and completely restore computer operations. There should be a

document that identifies the team members, their respective roles and the steps each would

take in restoring operations.”*8

AZ Auditor states “The items necessary for each plan may vary by entity, but some basic DRP

components include the following:

Identification of critical equipment, data, and resources, including off-site locations to
store backup data and maintain redundant system resources to allow for emergency
data processing.

Contact list of key individuals including their roles and responsibilities.
Procedures for regularly backing up systems and data, and regularly testing backups.

Procedures for activating the DRP, notifying appropriate parties, and assessing the
severity of the disruption and the required response.

Steps and procedures for restoring systems to full functionality.

Supporting information as necessary to ensure a comprehensive plan such as
business impact analysis, vendor contract information, etc.”*®

Effect: DRP/BCP’s are meant to be a comprehensive guide on how to act, coordinate, and navigate
through an incident. TS’s DRP/BCP document does not include basic content such as: Scope, purposes,
processes, team responsibilities, and procedures to guide the department, prior to, during, or after a
disaster.
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Image of TS’s DRP/BCP Table of Content:
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The Arizona Department of Education quoted the NIMS’s five mission areas of its National
Preparedness Goal, in the context of schools, indicating the need for “a continuous cycle of planning,
organizing, training, equipping, exercising, evaluating, and taking corrective actions in an effort to
ensure effective coordination during incident response.”?!

While the list below is not all inclusive, it does denote some of the items missing in TS’s DRP/BCP.

Organize/
Equip

e Ted Preparedness

Exercise

THE PREPAREDNESS CYCLE BY AZED 22

a) Content regarding actions to be performed, prior, during, and after a disaster, not
found in TS’s DRP/BCP manual:
e Preparedness and prevention tasks necessary to minimize impact from an
occurrence, such as ensuring equipment is affixed, generators are functional,
etc.
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e Protections and procedures to be performed to protect staff and
infrastructure (e.g., hardware and software components).

e Mitigation, necessary measures to minimize or eliminate losses/damages.

e Response, stabilizing a situation, establishing a safe environment, facilitating,
and coordinating processes.

e Recovery, essential activities for the department’s operation.

b) No listed responsibilities, and specified roles associated with DRP/BCP.
e Operational call tree, as recommended by the AZ Auditor General.

Developing a Contingency Plan -
Activation and Notification

Notification Procedures
o Utilize a call tree
¥ Include primary and
alternate contact
methods
» Include contacts for
vendors and third party
service providers
» Document the type of
information that should
EI EI ’:l be passed along during

notification

IMAGE IS FROM THE AZ AUDITOR GENERAL RISK AND BUSINESS CONTINGENCY PLANNING 23

e |dentified or disclosed external drivers, impact categories, identified key
operational risk, vulnerability & disruption analysis.

e No list of District departments and identified vital operating systems.

An unclear DRP/BCP that is missing essential procedures and processes will decrease the
efficiency and success of a DRP/BCP. Unclear sentences included in the DRP/BCP, such as
“The DR & BC team member who dials in first will setup an instant meeting room via the
portal.” ?* This sentence does not reflect a well thought out and strategically designed plan.

A common statement shared by Executive Management during the consultation audit was
“We know what we are doing”. This statement is addressed by ISACA, who recommends
that certain manuals, including technical ones, are meant to be accessible during a disaster.
“These manuals are needed because members of the recovery team may not normally do
some of the business processes.” 2°

The ISACA statement is echoed by the sentence, in the background section of this report,
which acknowledged the TS’s current ability and qualifications to manage a disaster.

10
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Cause: Internal audit was informed by TS’s management that the TS DRP/BCP was written
for TS’s current staff; the document’s content reflects this sentiment since it does not take
into consideration that the current TS staff might not be available during a future

unforeseeable disaster.

Recommendations:
a. Update to include required and/or missing information.

@ 0 a0 o

Planning.

NO WRITTEN TS DRP/BCP FOR ESSENTIAL DISTRICT DEPARTMENTS
Condition: TS’s DRP/BCP manual does not include or identify essential departments and their
key procedures.

Provide the fundamental principles that TS’s DRP/BCP is based on.
Reference sources for images used in the DRP/BCP document.
Identify the purpose and scope in TS DRP/BCP.
Indicate which individuals listed on the DRP/BCP tables are to be contacted.
Classify and identify general responsibilities of each DRP/BCP team member.
Create clear notification procedures, as suggested by the AZ Auditor’s Contingency

Criteria: AZed, Emergency Operation Planning (EOP)/Continuity of Operations Planning
(COOP), references the Arizona School Emergency Operations Plans (EOP)- EOP Minimum
Requirements — Arizona Revised Statues (ARS) 15-341 (A) (31) -Introductions- “...ADE,
AZDEMA, Department of Health Services (AZDHS), and the Arizona Department of Public
Safety (AZDPS) recognizes a national 6-step process of plan development, as outlined in the
two aforementioned national resource documents. Image/Figure 1 depicts the six steps in
the planning process...” (Image below). 26
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Common
Framework

Define and

Assign
Raoles and

Respomsbilities

Determine a
Regular
Schedule of
Mestings

STEP 2

Understand

the
Situation

113k ]

Determine
Goals and
Objectives

Develop Goals

Develop
Objectives

=1EP 4
Flan Development
[Icentifying Courses
of Action)

2[EP 3

Plan Preparation,

Rewview, &
Approval

Wirite
the Man

Approve and
Share the Plan

aIEP &

Plan
Implementation
& Mamienane

Tr.ill'l
Stakehaldors
Exercise
the Plan

Eevieis, Hevise,
and Maintain
the Plan

ARIZONA DEPARTMENT OF EDUCATION, - ARIZONA SCHOOL EMERGENCY OPERATIONS PLANS (EOP) %7

The TS Department is limiting its effectiveness by not having a general TS overview of
processes for key departments. During a disaster, there are no guarantees that current
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members of the TS DR team would be available, or that other technicians (experienced or
not) would be familiar with the District’s infrastructure.

Effect: Lack of knowledge of critical activities will prevent TS from effectively and efficiently
implement and execute DRP and BCP functions. TS’s DRP/BCP reads, “Impacts and related
actions resulting from an existing district extend well beyond the needs and actions of the IT
team and IT systems. Actions could include providing temporary workspace, relocating key
employees and initiating emergency evacuation procedures. These actions and the TS DRP &
BCP are part of a larger District-wide DRP & BCP.”?2 However, the District does not have
existing DRP and/or BCP guidelines.

Not having a list of critical processes for key District departments will reduce TS’s ability to
respond effectively and efficiently during a disaster, diminishing recovery and continuity of
operations.

Cause: TS has not conducted a collaborated effort to identify departments essential
functions required for TS to re-stablish so departments may resume their daily activities.

Recommendation:
a. Create, in collaboration with essential departments, a comprehensive recovery and
continuity plan that identifies and includes a list of the departments’ critical functions
and processes, while identifying the interconnectivities within the TS structure.

b. ldentify essential departments and their key operating activities.

UNDIFFERENTIATED DRP AND BCP PROCESSES AND PROCEDURES
Condition: The TS DRP/BCP does not differentiate between dealing with a disaster versus
recovering from a disaster.

Criteria: Global Technology Audit Guide (GTAG) -Business Continuity Management — (Page 3)
- 2.3 Disaster Recovery of IT, states “Disaster... A well established and thoroughly tested
disaster recovery plan must be developed in harmony with the BCM plan to increase the
probability of successfully recovering vital organization records.”?’

NIST, the purpose of BCP, “Provides procedures for sustaining mission/business operations
while recovering from a significant disruption. “*°

Effect: BCis instructions on how to work through a disaster; DR is instructions on how to
recover from a disaster. The TS DRP/BCP has no distinction between activities that should be
performed during a DRP versus a BCP; this lack of identifiable activities during a disaster will
impact the effectiveness of the plans/actions resulting in poor utilization and allocation of
resources, coordination and implementation of actions in a timely manner.

Many of the processes and procedures necessary to be performed during an incident may
involve different tasks, depend on different suppliers or vendors, and/or have co-dependent
activities. Technology components can require complex solutions, depending on their
integrations, this could lead to gaps; therefore, it is important to have processes, procedures
and responsibilities for DRP and BCP and their framework.
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Business Continuity Plan Disaster Recovery Plan

Business Objectives IT Inventory
(Applications, Hardware,

Inventories & Process Mapping Data connectivity, processes

Business Risks & Impact Ana IT Strategy Development

BC Strategy Development DR Strategy Development

Business Continuity/IT Recovery Disaster Recovery & Contingency
Planning Planning

Testing & Audit Maintenance Testing & Audit Maintenance

CONNECTION BETWEEN BUSINESS CONTINUITY PLAN AND DISASTER RECOVERY PLAN 31

Cause: Combined DRP/BCP rather than independent plans with unique functions, activities,
and requirements.

Recommendations:
a. Create separate DRP and BCP processes, procedures, and responsibilities.

TS’s DRP/BCP MANUAL LACKS FOUNDATIONAL CORE PRINCIPLES
Condition: The TS DRP/BCP manual does not disclose the basic core principles and/or
fundamentals followed to create the department’s manual.

Criteria: Best practices, most written DRP and BCP guides, policies, procedures, and
standards notate and reference the governance/authority/principles the document is based
on, aligned with, or follows. This is a common structural practice that enhances the
credibility, reliability, and trustworthiness of the document’s content.

Effect: The TS DRP/BCP document lists various requirements without stating the principals they
are based on, referencing standards, applicable guidelines, or regulations:

a) No fundamental principles and basis for its content.

b) No provided references, acknowledgments, or credits for images used.

Example: Page 4 of the DRP/BCP manual displays an image of a triangle titled “Business
continuity and disaster recovery planning” without references.

Not providing references and origin of content prevents the reviewer from authenticating
the documents content and reliability.

It is frowned upon to take some else’s work (i.e., ideas, images, etc.) without acknowledging
and/or giving credit to the originating source.

Effective and acceptable DRP/BCP content contains and follows a set of steps that stemmed
from verifiable, well established, and recognizable industry standards -known as best
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practices-, governing entities (i.e. AZ Auditor, FEMA, etc.), or written departmental policies
and procedures.

Example 1: Federal Emergency Management Agency (FEMA) Manual -Pre-Disaster Recovery
Planning Guide for Local Governments- States where their guidance is from:

Federal Emergency Management Agency (FEMA): “The planning process introduced and discussed in
this guide directly aligns with the process outlined in Developing and Maintaining Emergency
Operations Plans: Comprehensive Preparedness Guide 101 (CPG 101). This guide is formatted to
follow the six steps of CPG 101 and presents six standard planning steps in Chapters 7 through 12 and
then presents key recommended activities that are specific to pre-disaster recovery planning efforts.
Figure 1 can help to serve as a basic orienting checklist for preparing for recovery.” 32

Example 2: Arizona State Emergency Response and Recovery Plan. 33

]

Arizona State Emergency Response and Recovery Plan
The State of Arizona emergency management enterprise SERCENCY MANAGE, -
follows the 2016 Emergency Management Accreditation - EM Aﬁ
Program (EMAP) Standard to ensure a quality program. | -
Arizona was first accredited in 2004, and was reaccredited . CCr EdltEd
in 2009, 2015, and 2020. ST T paoG“.N

Cause: Management is not implementing or following best practices.

Recommendations:
Follow best practices:
a. Update TS’s DRP/BCP manual and provide the core founding principles of its content.

b. Provide references and credit to content/images used in the TS DRP/BCP manual.

No MANAGEMENT RESOLUTIONS TO THE FINDINGS OF THE NEW EXTERNAL TEST REPORT

ConDITION: The recently provided external test report, dated February 3, 2022, did not
contain management’s responses or scheduled corrections to the findings.

CRITERIA: Government Auditing Standards (GAQO) — Requirement -Results of Previous
Engagements — “6.11 - When planning the audit, auditors should ask management of the
audited entity to identify previous audits, attestation engagements, and other studies that
directly relate to the objectives of the audit, including whether related recommendations
have been implemented. Auditors should evaluate whether the audited entity has taken
appropriate corrective action to address findings and recommendations from previous
engagements that could have a significant effect on the subject matter. Auditors should use
this information in assessing risk and determining the nature, timing, and extent of current
audit work and determining the extent to which testing the implementation of the corrective
actions is applicable to the current audit objectives.”3

EFFecT: TS provided the External Test Report -performed by a third party on February 3,
2022- which listed several observations in need of improvement and correction; however, it
did not include the department’s Management Responses and Corrections (MRC’s).
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Responses to audit findings are an acknowledgment from management of the necessary
corrections and a commitment to improve; they are necessary to perform required quality
assurance of corrective actions.

NOTE: Recommendations for the findings in the external test report were in a confidential
report; therefore, to preserve the confidentiality of the document, they will not be disclosed in
this public report.

CAUSE: Management did not provide responses and/or commitments to the test findings.

RECOMMENDATION:
Address findings in a timely and acceptable manner.

Create a schedule for completion or measures that will be taken to mitigate the risks.
Provide MRC’s or mitigating actions to the findings listed in the External Test Report.

UN-IMPLEMENTED MANAGEMENT RESPONSES AND CORRECTIONS (MRC’s) FRoM CONSULTATION AUDIT

ConDITION: Specific to the previous Consultation Audit, some progress on the recommended
and provided MRC’s has been made.

CRITERIA: [IA -2500- Monitoring Progress — “The chief audit executive must establish and
maintain a system to monitor the disposition of results communicated to management.
e 2500.A1- The chief audit executive must establish a follow-up process to monitor
and ensure that management actions have been effectively implemented or that
senior management has accepted the risk of not taking action.

e 2500.C1- The internal audit activity must monitor the disposition of results of
consulting engagements to the extent agreed upon with the client.”*

[IA -2600- Communicating the acceptance of risks- “...If the chief audit executive determines
that the matter has not been resolved, the chief audit executive must communicate the
matter to the board.” 3°

EFFeCT: The consultation audit was performed to provide management with an opportunity
to make improvements to DRP/BCP and its supporting documents. This Assurance Audit was
scheduled during the exit meeting of the Consultation Audit; this provided management with
a one-year opportunity to make corrections. The recently provided DRP/BCP manual and
supplied information reflect some minor improvements (i.e., Business Continuity Plan was
added to the manual’s title, some of the oversights and missing data in the worksheets were
corrected).

However, the TS DRP/BCP manual does not contain or provide sufficient guidance or steps
for performing a recovery or for re-establishing continuity of operation(s). There are no
adequate written procedures, structured processes, nor a supporting business impact
analysis.

CAUSE: Unknown.

RECOMMENDATION:
Complete implementation of pending MRC’s in a timely and acceptable manner.
Create and provide a schedule for estimated completion of open MRCs.
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8. RESTRICTIONS AND DELAYED ACCESS TO INFORMATION

CoNDITION: TS created delays on requested preliminary documents, requested extensions, re-
schedules, and requested audit limitations.

CRITERIA: TUSD Policy-Code-DIFA -Office of Internal Audit (OIA) — Unrestricted Access: “The
OIA shall be provided unrestricted access to all functions, records (including data and
databases), property, and personnel relevant to the subject being reviewed... The OIA shall
be free of interference in determining the scope of internal audits, performing audit work,
and communicating audit results. Any auditee impositions, limitations, objections, and or
issues, that could potentially impair or jeopardize the internal audit independence or the
timely completion of an audit, shall be reported to the Superintendent or designee and/or
the Governing Board and Audit Committee.”3’

EFFeCT: The letter of intent to audit was sent to TS's executive management and the
Superintendent on June 21, 2022; it contained a list of preliminary items to be provided by
June 28, 2022. A follow up e-mail from Internal Audit was sent inquiring about the pending
documents on June 29, 2022; executive management responded on the same day and
requested to re-schedule the audit to September or later. Internal audit was unable to grant
the postponement given the short notice of the request. TS responded June 29, 2022, by
requesting an additional ten business day extension to provide the requested preliminary
documents and requested “...that no audit work is expected during the first two weeks of school
in August.”

In response, Internal Audit agreed to eliminate a couple of meetings in order assist TS with
their timeline, and to allow Internal Audit to adhere to the Audit Plan for SY: 2022-2023.

The compromise made with TS resulted in: Adjustments to the audit objectives, such as
eliminating activities and responsibilities performed by vendors and employees, not testing,
or verifying staff related DRP/BCP practices, procedures, and not attesting to DRP/BCP
infrastructure and its location(s).

A stringent deadline due to the preliminary documents being provided ten business days late
date, plus the request for ten business days of no audit work.

CAUSE: Inadequate planning and management of TS’s scheduled deadlines. This audit was
scheduled to be conducted on the month previously selected by TS’s executive management.

RECOMMENDATION:
a. Practice professional acumen: this requires re-scheduling or canceling appointment in
advance.

b. Manage and maintain proper recording of meetings and time management.

9. BUSINESS IMPACT ANALYsIS (BIA) REPORT
CONDITION: The provided BIA document contained limited information.

CRITERIA: According to TechTarget, “A business impact analysis (BIA) is a systematic process to
determine and evaluate the potential effects of an interruption to critical business
operations as a result of a disaster, accident or emergency. A BIA is an essential component
of an organization's business continuity plan (BCP). It includes an exploratory component to
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reveal any threats and vulnerabilities and a planning component to develop strategies for
minimizing risk. The result is a business impact analysis report, which describes the potential
risks specific to the organization studied. One of the basic assumptions behind a BIA is that
every component of the organization relies on the continued functioning of all the others.
However, some are more crucial then others and require a greater allocation of funds and
operational resources in the event of a disaster.” 38

Global Technology Audit Guide (GTAG) -Business Continuity Management -5.3- Business
Impact Analysis- “A BIA is used to identify critical business processes that need to be
recovered following a disaster event....

A.- Identifying the Business Processes: The first step in a BIA is to identify the business
processes performed by the functional team, the resources needed to perform the
function, and the critical staff performing the work. The business processes initially
should not be broken down into too many individual sub-processes. Business processes
should be identified separately if they have different staffing (e.g., staff roles), service
providers (e.g., third party, outsourcer, etc.), or resources (e.g., IT systems).

B.- Determining RTO and RPO Based on Business Impact: The second step in a BIA is to
identify the type of business impact if the business process cannot be performed...Then,
determine a recovery time objective (RTO) based on the types of business
impact...Typically, the cost of the recovery solution will rise as the RTO decreases (i.e., if
the business process must be restored immediately, the cost could be very high)...Next,
determine a recovery point objective (RPO) for information systems. The RPO is the
amount of data that can be lost if a disaster destroys the information systems...The
Recovery Point Objective (RPO) is the amount a data that can be lost if a disaster destroys
the information system...” 3°

GTA’s image below illustrates an example of a Recovery Time Objective (RTO) and Recovery

Point Objective (RPO).
Prnnessmg Gap
RTO o ame=- Lag time between the
____________ disruption point and resumption of
normal prncess:ng

g

MNormal Processing Initial Response | A Recovery Process

Backup Backup

. o3 A — This
s T s O represents the data that
eiso will be lost, destroyed, or otherwise
unavailable, after successlful//
. g i " recovery.
Figure 4. Understanding RTO and RPO B o S

IMAGE RETRIEVED FROM GTAG 10: BUSINESS CONTINUITY MANAGEMENT “4°

Ready, states that “A BIA report should document the potential impacts resulting from
disruption of business functions and processes. Scenarios resulting in significant business
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interruption should be assessed in terms of financial impact, if possible. These costs should
be compared with the costs for possible recovery strategies.

The BIA report should prioritize the order of events for restoration of the business. Business
processes with the greatest operational and financial impacts should be restored first.”4*

EFFecT: A BIA should identify key elements, essential processes, basic functions, and necessary
resources for the business continuity plan at various levels of the organization.

The BIA document titled “Business Impact Analysis and Infrastructure Update Plan (BIA/IUP)”
was provided in place of the requested BIA report. The document was dated “December
2021”, the credited team was “TS Infrastructure and Architecture Teams”; it addressed
“Upgrade Plan-Cloud Migration”.

The document was segmented into four categories, structured in an outline format; it
contained minimal information with no analysis of the impact -operational or financial- to the
list of items, no measured timing, or duration of disruption. Example: (Image below)-
Selected one out of the four items in the provided document by TS, titled “Business Impact
Analysis and Infrastructure Upgrade Plan”.

In order to preserve data integrity, reliability, proper backup and restoration, and
in order to maintain continual business operations, it was determined to proceed
with cloud migration to the Microsoft Azure platform for certain essential systems,
in Spring and Summer 2022.

Subsequent migration may follow based on need, quality assurance, testing and
performance in the cloud of the systems listed below and cost.

The list of systems included in the cloud migration in Spring & Summer 2022:
1) Active Directory (AD) and Azure Active Directory (AAD)
2) Library Management System (Destiny Web)
3) Printing Management and Audit System (Universal Printing System)
4) Some Business Intelligence Systems (Bl)
5) Microsoft Identity Manager (MIM)
6) Some Data Backup Systems
7) Student Information System (SIS - Synergy)
8) Transportation System (Versatran)
9) TS Work Order Ticketing System (Trackit)

Technology Services

3

“BUSINESS IMPACT ANALYSIS AND INFRASTRUCTURE UPGRADE PLAN” by TS. 42
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BIA reports are impact assessments that assist management in developing business
continuity plans with identified activities to be prioritized, detected timing and duration of
disruption, allocation of resources, and mitigation of risk.

TechTarget notes that “One of the basic assumptions behind a BIA is that every component

of the organization relies on the continued functioning of all the others. However, some are
more crucial than others and require a greater allocation of funds and operational resources
in the event of a disaster.”3

Example: (Image below)

Elements of business impact analysis

BUSINESS

Fire in L Gl Vehicle crash Vandalism to Loss of staff
2 in front entrance primary product due to COVID-19
SRS SRR ShRckutzad Sat of office building assembly line illness

All activities in

Activities that

All activities at that
location unless an

Loss of primary

Loss of possibly
key employees

Realidiad data center reqwresigtfefc elizad alternate access production line needed to run
option is available the business
Nominal disrup-
POTENTIAL Inability to Reduced ability b based on v Inability to produce s t)e r]ommai
: 2 i quickly the vehicle 2 to significant
OPERATIONAL function to function Car Be revicdad and the company's depending on
LOSS i
il Ramally the front entrance Brimary praguct who is affected
reopened
None, assuming A
POTENTIAL $3,000 to $4,000 None, assuming alternate entrance is $25,000 to $40,000 Cou;ﬂssbfrm:‘mmal
FINANCIAL revenue loss backup staff is available and access per hour in employees %an
LOSS per hour available to building facilities lost revenue wo:?k e e
is available Y
Days if a work-
M‘””;“:_‘“ Depending on around can be built; dfz4-::d|}2ur:n
WE Three to One to two the damage from weeks if an alter- p g
NEEDED TO f % health status and
RECOVER our hours hours the crash, nate production if employees can
OPERATIONS up to one day facility must be

waork remotely

found and launched
¥ &%
&
ELEMENTS OF BUSINESS IMPACT ANALYSIS (BIA), by TechTarget 44

@

CAUsSE: Not implementing the intended purpose and basic structure of a BIA report.

RECOMMENDATIONS:
a. ldentify and summarize anticipated impacts on the department’s operations, such as:

= Timing — The period in which an incident would have the most impact -e.g.,
Beginning of school year, end of the month, quarterly, etc.).

= Duration — The length of interruption and restoration will vary depending on
the analyzed event- (e.g., less than 1 hour, over 1 hour but less than 8 hours,
etc.).

= QOperational Impact — Inability to perform activities or tasks created by the
disruption that affected the department or programs, delays in operational
system, data recovery, etc.
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= Financial Impact — Additional cost due to damages resulting from the
occurrence, such as, repairs or replacement of assets, data losses and
recovery, etc.).

b. Provided references for images used in the documents.

10. VAGUE DRP/BCP STANDARD OPERATING PROCEDURES

CoNbDITION: Standard Operating Procedures (SOP) for DRP/BCP do not provide sufficient
guidance or instructions.

CRITERIA: Cybersecurity & Infrastructure Security Agency (CISA), "Standard Operating
Procedures (SOPs) are formal, written guidelines or instructions for incident response that
typically have both operational and technical components.” +

Tech Target defines SOPs as “A standard operating procedure is a set of written instructions
that describes the step-by-step process that must be taken to properly perform a routine
activity. SOPs should be followed the exact same way every time to guarantee that the
organization remains consistent and in compliance with industry regulations and business
standards. Standard operating procedures provide the policies, processes and standards
needed for the organization to succeed. They can benefit a business by reducing errors,
increasing efficiencies and profitability, creating a safe work environment and producing
guidelines for how to resolve issues and overcome obstacles.” 46

EFFecT: TS’s Standard Operating Procedures do not contain sufficient instructions to properly
conduct the activities listed in the document.

EXAMPLE: (Image below -Page 2/2) Excerpt from TS provided document, titled “Standard
Operating Procedures for Disaster Recovery & Business Continuity”

TUCSON UNIFIED

SCHOOL DISTRICT

4. Data Backup: Data is backed up daily and weekly on a regular basis and based
on neads or avents. Back up methods include, but are not limited to: Full,
Incremental and Differential methods. Data is restored when nesded. System
platfarms include Physical, Virual and Cloud

5. Bystems and Devices: Systems and Devices are checked, maintained,
upgraded and replaced regularly and as needed, based on life cycle and svents

6. Contracts: Confracts with Vendors are checked, discussed, edited, upgraded
regularly, and replaced when necessary

7. Licenses: Licenses for Systems, Software, Hardware and Applications are
reviewed, discussed, upgraded, changes regularly and replaced when necessary

“STANDARD OPERATING PROCEDURES FOR DISASTER RECOVERY & BUSINESS CONTINUITY” by TS 47
CAUSE: The document has not been created or updated appropriately.

RECOMMENDATIONS:
Follow best practices when developing SOP’s.
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VARIATIONS BETWEEN DEVICES LISTED IN THE SUPPORTING DATA AND TS’s DRP/BCP MANUAL

CONDITION: Some devices listed in the TS DRP/BCP manual -Section VIII -Network
Infrastructure were not included in the supporting data.

CRITERIA: Best practices, maintain accurate records of equipment and systems; ensure
changes and updates are coordinated and reflected in the department’s reference and
supporting materials.

ErFecT: The TS DRP/BCP manual is a reference material that should contain accurate and
reliable information. Discrepancies between reference material and supporting documents
render both documents unreliable.

TS’s DRP/BCP manual -Section VIII- “Network Infrastructure Failover Procedures — listed
several devices that were not listed and/or were removed in the provided supporting
document titled “4.Audit-TS-DRBC-1-DRBCDevicelList-July.12.22- Tab: “NETWORK DATA*
(Worksheet) -Modified image of the Worksheet below:

TIER STAEEHOL BUSINESS BACKLIPTRE STORE
TWE 18- DWHER DERS: PROCE SSDE PENDEMCIE S PROCESS ACTIVE - Y HOTES
Dy [1] ToMebenek. Taarn | Digtned-Wicle A8 Digtrat’s Metemrk Aoy Vernior Corirage M Flerrgreed
sl i} TS Mebveork Team | Dhafrecd-wide A0 Duzbrai®s Mebesork. Acoeas Vendor Coverage M Flegdaced w
P e 0 TS Metweork Team | Disinct-\aide Al Disirai®s Mebesork. Access Werudor Covarage b Added surmmer
[ S 0 TS Mebwork Team | Distret-wice A0 Duabroca Misbwstrk. Accea1 Viendor Coverage ¥ Adeded srmm
B [1] TS Mebwork, Toam | DRafnct-Wide A Cesimat’s Mebesork. Acoess Verudor Coverage M T b rarmoeved
Physcal 0 TS Metwork Team | Disirict-Wide Al Diistrict’s Metwork. Access Venoor Coverage M To be rermosved
Pl [1] TS Mebwcrh, Tewn | Duvairs- whos el Dugirsci™s Misbatirh. St Uuﬂ!ﬂm-u’lge by
Phoyrical [1] TS Mabveork Toan | Draincl-Wwice | AN Diairts Msbwork Acoesy iandor Lirenrage ¥
Dl [1] TS Bsbeet. Taawn | Diaired-\nicte A Dhglees Mebesrh Aty Viernior Covsrage v
] [1] TS Meteork Toarn | Destnet-Wide & Dhstret’s Hetemrk Aotess Verdor Coverage Y
] [1] TS Metvarrck, Toamn | Diefrict-Wide i Distrct”s Metenrk. ooy arudor Covsrsge Y
Bz al 0 TS Metwork, Toamn | DReinct-YWide Al Desinet’s Metesork. Access Werdor Coverage Y
P sl 1] TS Metwork. Team | Disfrct-Yhcs Al Diizfrict” s Msbssrk. Soce enidior ICioewsrsge N T b rasmucevesd|
Phyucsl [1] TS Bebrecrk Tean | Dhafnct-Wide Al Dusirct’'s Mebwork Access Wendor Coverage 1] T b rernoed
[ [1] TS biebwecrh. Toarn | Dhairact-whios ol Dugiraci' s Pisbeanih S Vienoor Cowerage [ T b rérmaesd
Pl [] TS5 Mabveork. Toan | Dhainci-whce | Al Diaircts Nsbeork Actets Varcor Covalags 1] T kot PorTacroneg

“4.AUDIT-TS-DRBC-1-DRBCDEVICELIST-JULY.12.22- TAB: “NETWORK DATA“48

The total number of items found in the provided Worksheet that differed from the Section
VIl of the DRP/BCP are summed in the table below.

2/7 Routers/Firewalls
2/14 Core Routers TS Network | District-Wide All District’s Vendor Coverage
11/91 Site Routers Team Network Access

CAUSE: Lack of coordination between documents.

RECOMMENDATIONS:
Create and follow procedures the reduce the risk of conflicting or contradictory information.

RESULTS IN TS’s BACkuUP LoG
Condition: No explanation of, or corrections for, failed jobs and failed objectives in the
provided “Backuplog-Physical Virtual2-July2022”.
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Criteria: Best practices, when providing documents to an auditor that contain “Failed”
actions it is recommended to include reasons and/or the intended corrections.

Effect: Provided “Backuplog-Physical Virtual2-July2022” (Image below), contained errors
and failures with the reason for the error, but do not indicate if they were corrected.

Completed a3 14996 GE 153.871 GB 481426 2

Failed 1 0.00 KB 0.00 KB

TS’s PROVIDED -SUMMARY- “BACKUPLOG-PHYSICAL VIRTUAL2-JULY2022” 4°

Cause: Management did not review the submitted summary and submitted it without
properly addressing the “Completed with errors” and “Failed” statuses.

Recommendations:
Preemptively address failed items and include upcoming corrections and/or pending
implementations with estimated completion dates.

OVERSIGHTS IN TS’s DRP MANUAL
Condition: The DRP Manual for the IT Department contains several changes, undisclosed
references, and oversights.

Criteria: Best practices, regardless of the industry, written material should be verified and
reviewed, prior to distribution, to ensure content is accurate, contains applicable references,
and is free of spelling and grammatical errors.

Effect: Reliability of content material is diminished by undisclosed references and errors.
Over thirty oversights were detected on the TS DRP/BCP document; a selected few are listed
below:
e |ndex numbers and content do not match and are out of order; the index shows 13
pages, but the document contains 19 pages.
e No reference to original creator of Figure 1 —“Disaster Recovery and Business
Continuity Areas and Processes.”
e Change in District Operations Checklist, the Chief Technology Officer was removed
from the list.
e Change Section Il — Disaster Event Declaration- “...individual acting in CTO capacity”
was removed.
e Section IX. Applications Replication and Failover Strategy (B). Applications Failover
Conditions and Requirements —“This district’s critical systems...attached DRBC Device
List for Systems and Applications Tiers classifications and Essential Information.”
There was no attachment or Appendix disclosing an attachment.

Cause: Oversight on the TS’s DRP/BCP document.

Recommendations:
Review the TS’s DRP/BCP and correct the material prior to distribution.
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CONCLUSION

CONCLUSION

This compliance audit was performed on the TS DRP/BCP; its purpose was to determine the
plan’s effectiveness, efficiencies, compliance, and readiness to address a disaster, prior, during,
and after it occurs. This audit utilized some of the information provided during the consultation
audit of TS DRBCP, completed on June 30, 2021 to assess the updated TS DRP/BCP data.

The Institute of Internal Audit (IIA) classifies audits as either assurance or consultations. The
main difference between them is their level of risk, management’s involvement during the audit
process, and report distribution.

This audit was conducted a year after the consultation audit; the time laps between the two
audits was to allow management an opportunity to implement their provided MRCs in the
consultation report.

The focus of this audit was to review TS’s processes and procedures regarding DRP/BCP. The
current TS management and staff have proven and demonstrated their capable while effectively
navigating the District through the most resent pandemic.

It is Internal Audit’s opinion that, while TS has made some progress on their DRP/BCP, there is
room for improvement.

The department does not have applicable written DRP/BCP policies, specific procedures, and
detailed guidelines to ensure operating activities would be restored and re-established. Its
current DRP/BCP and related documents would not effectively prepare or ensure essential
operations could/would re-establish “business as usual” operations after a disaster. The
objectives for this audit were designed to determine areas in need of improvement, they were
similar to the objectives from the consultation audit. However, due to the time constraints,
vendor verification and employee related activities were excluded from this audit.

The objectives were achieved by analyzing and reviewing the provided data from TS, by assessing
the previous audit questionnaire, and comparing existing information to acceptable standards,
guidelines, and district polices.

Provided audit recommendations are based on TS’s DRP/BCP documents against reviewed DRP
and BCP fundamental standards, DRP/BCP policies, procedures, and detailed research of leading
organizations’ best practices and governing agencies.

Audit findings were addressed with TS’s Interim Executive Director on August 17, 2022.

A draft copy of this report was provided to TS Executive Management, Audit Committee, Legal
Counsel, Superintendent, and staff, for their review and impute on August 18, 2022.

A follow up audit of the TS DRP/BCP will be conducted in approximately fifteen months
(currently estimated to be November 2023) from the date this final report is delivered to the
Governing Board. The follow up audit will focus on verify the implementations of the MRCs
listed in this final audit report.
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FIGURE 1
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Continuation of Organizational Chart for

Technology Services
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FIGURE 2
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REFERENCES

TS Department - “The Tucson Unified School District's Technology Services Department is
committed to enhancing and improving the District's technology resources and support at
all of the District’s schools on an equitable basis. The data network we support extends
over 250 square miles and serves approximately 43,000 students and 8,300 staff. Our
network is one of the la rgest in the state!” http://www.tusd1.org/Departments/Technology-Services

Policy Code A: Foundation and Basic Commitments: “The Districts” mission, in partnership
with parents and the grater community, is to assure each pre-K through 12th grade student
receives an engaging, rigorous and comprehensive education. The District is committed to
inclusion and non-discrimination in all District activities.” (July 13, 2018),
http://govboard.tusd1.org/Policies-and-Regulations/Policy-Code-A

The Institute of Internal Auditors (IIA): Definition- Assurance Audits — “An objective
examination of evidence for the purpose of providing an independent assessment on
governance, risk management, and control processes for the organization. Examples may
include financial, performance, compliance, system security, and due diligence
engagements.” https://global theiia.org

lIA: Definition- Consultation Audits- “Advisory and related client service activities, the
nature and scope of which are agreed with the client, are intended to add value and
improve an organization’s governance, risk management, and control processes without
the internal auditor assuming management responsibility. Examples include counsel,
advice, facilitation, ad training.” (2022); https://global.theiia.org

Arizona Auditor General (AZ Auditor) — Image- of “Risk and Business Contingency Planning”,
(Pager 4), from power point presentation given on June 22, 2016 by Jennie Snedecor and
Katie Morris. (2018) https://www.azauditor.gov/sites/default/files/Contingency%20Planning_2.pdf

Information Systems Audit and Control Association (ISACA): Glossary —“DR- Disaster
Recovery: Activities and programs designed to return the enterprise to an acceptable
condition. The ability to respond to an interruption in services by implementing a disaster

recovery plan (DRP) to restore an enterprise's critical business functions.” (2018)
https://www.isaca.org/resources/glossary#glossd

ISACA: Glossary-BCP- “Business Continuity Plan: A plan used by an enterprise to respond to
disruption of critical business processes. An organization depends on the contingency plan
for restoration of critical systems.” https://www.isaca.org/resources/glossary#glossd

ISACA -Auditing BCM Pondurance ISACA Presentation: Image of “Business Continuity
Management (BCM) — An Auditor’s Perspective, by Kathy Pelletier on 6/26/15.

https://www.isaca.org/resources

The National Institute of Standards and Technology (NIST): 2.2.6 Disaster Recovery Plan
(DRP) - Definition of the DRP- “A DRP is an information system-focused plan designed to
restore operability of the target system, application, or computer facility infrastructure at
an alternate site after an emergency. The DRP may be supported by multiple information
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system contingency plans to address recovery of impacted individual systems once the
alternate facility has been established. A DRP may support a BCP or COOP plan by
recovering supporting systems for mission/business processes or mission essential
functions at an alternate location. The DRP only addresses information system disruptions
that require relocation.” https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf

10. NIST =2.2.1 Business Continuity Plan BCP- “The BCP focuses on sustaining an organization’s
mission/business processes during and after a disruption. An example of a
mission/business process may be an organization’s payroll process or customer service
process. A BCP may be written for mission/business processes within a single business unit
or may address the entire organization’s processes. The BCP may also be scoped to address
only the functions deemed to be priorities. A BCP may be used for long-term recovery in
conjunction with the COOP plan, allowing for additional functions to come online as
resources or time allow. Because mission/business processes use information systems (ISs),
the business continuity planner must coordinate with information system owners to ensure

that the BCP expectations and IS capabilities are matched.”
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf

11. TechTarget, “Disaster recovery (DR) and business continuity planning are often linked, but
they are different. A DR plan is reactive, as it details how an organization recovers after a
business disruption. A business continuity plan is a proactive approach that describes how

an organization can maintain business operations during an emergency.” May 2022, by Vicki-
Lynn Brunskill, https://www.techtarget.com/searchdisasterrecovery/definition/business-continuity-action-plan

12.  AZ Auditor — Image of “Risk and Business Contingency Planning”, (Pager 11), from power

point presentation. June 22, 2016, by Jennie Snedecor and Katie Morris;
https://www.azauditor.gov/sites/default/files/Contingency%20Planning_2.pdf

13.  AZ Auditor - “The items necessary for each plan may vary by entity, but some basic DRP
components include the following:
¢ |dentification of critical equipment, data, and resources, including off-site

locations to store backup data and maintain redundant system resources to
allow for emergency data processing.

e Contact list of key individuals including their roles and
responsibilities. Procedures for regularly backing up systems and data, and
regularly testing backups.

e Procedures for activating the DRP, notifying appropriate parties, and assessing
the severity of the disruption and the required response.

e Steps and procedures for restoring systems to full functionality.

e Supporting information as necessary to ensure a comprehensive plan such as

business impact analysis, vendor contact information, etc.”
https://www.azauditor.gov/reports-publications/school-districts/fags/information-technology

14. Internal Audit Questionnaire - (5/6/21) TS DRDRP Consultation Audit in Team SharePoint.
LEDGEN: Original questions are in black font. Management’s 1%t set of answers are in BLUE
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font. Clarification questions are in RED font. Management’s 2"9 set of answers are
highlighted in GRAY. 2" Clarification questions from auditor are in GREEN front.
Management 33rds set of answers are highlighted in green.

Section: POLICY

1. Does IT have departmental written policies for DRP? DR/BC Processes part of DRP -
Please clarify, is IT classifying the DR document as the policy? Flease
clanfy, 1s IT classifying the DR document as the policy? Yes D:smd Pohcyfannu!ahon update n
.':'I"'OQ'.I"ESS Ok, so as of today, there is no DR policy in place . s, it is not in th v

Boards site where anyone can read it, correct? [

The Arizona State Emergency Response and Recovery Plan (SERRP) “Is an all-hazards plan
addressing Arizona’s hazard and threat environment, including natural, technological, and
human caused emergencies or disasters. The SERRP is written to support the Arizona
Department of Emergency and Military Affairs, Emergency Management (DEMA-EM)
mission to provide emergency management capabilities to the citizens of Arizona and the
Nation.

The plan is designed as a high tier Whole Community document identifying state agency

roles and responsibilities during an emergency or disaster. TPg. BP-1; November 2018 -
https://dema.az.gov/sites/default/files/publications/EM-PLN_SERRP.pdf

NIST - Special Publication 800-34, Rev. 1, Contingency Planning Guide for Federal
Information Systems, provides instructions, recommendations, and considerations for
federal information system contingency planning. Contingency planning refers to interim
measures to recover information system services after a disruption. Interim measures may
include relocation of information systems and operations to an alternate site, recovery of
information system functions using alternate equipment, or performance of information

system functions using manual methods.”
https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.pdf

NIST — Image: NIST’s image from the partial Table of Contents of The National Institute of
Standards and Technology (NIST) Special Publication 800-184, shows some of common
items in a DRP guide. https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.5P.800-184.pdf

ISACA Journal - IS Audit Basics: Backup and Recovery-,(January 1, 2018), “Create a Recovery
Team with Roles and Responsibilities — The team should include all the functions and roles
necessary to quickly and completely restore computer operations. There should be a
document that identifies the team members, their respective roles and the steps each

would take in restoring operations.” https://www.isacajournal-
digital.org/isacajournal/2018_volume_1/MobilePagedArticle.action?articleld=1281345#articleld1281345

AZ Auditor — Frequently Asked Questions #6- “The items necessary for each plan may vary
by entity, but some basic DRP components include the following:

e |dentification of critical equipment, data, and resources, including off-site locations to
store backup data and maintain redundant system resources to allow for emergency
data processing.

e Contact list of key individuals including their roles and responsibilities.
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e Procedures for regularly backing up systems and data, and regularly testing backups.

e Procedures for activating the DRP, notifying appropriate parties, and assessing the
severity of the disruption and the required response.

e Steps and procedures for restoring systems to full functionality.

e Supporting information as necessary to ensure a comprehensive plan such as

business impact analysis, vendor contract information, etc.” https://www.azauditor.gov/reports-
publications/school-districts/fags/information-technology

TS DRP/BCP Manual — Image- Table of Content, July 2022, SharePoint Folder.

AZed - quoted “The National Incident Management System (NIMS) defines preparedness as
“a continuous cycle of planning, organizing, training, equipping, exercising, evaluating, and
taking corrective action in an effort to ensure effective coordination during incident
response.” The Preparedness Cycle was created to illustrate the following steps: Plan,
Organize/Equid, Train, Exercise, Evaluate/Improve. Each stage in the Preparedness Cycle
relates to one or more of the five mission areas in the National Preparedness Goal, as
outlined by the U.S. Department of Homeland Security (2015).”

https://www.azed.gov/wellness/sep
AZed -Image of “The Preparedness Cycle by AZed. https://www.azed.gov/wellness/sep

AZ Auditor —Image- Call Tree from the Risk and Business Contingency Planning: Developing
a Contingency Plan Activation and Notification- Slide, (Page 26)- Power point presentation,
6/22/2016, State of Arizona Office of the Auditor General, by Jennie Snedecor and Katie
Morris. https://www.azauditor.gov/sites/default/files/Contingency%20Planning_2.pdf

TS DRP/BCP Manual — “The DR & BC team member who dials in first will setup an instant
meeting room via the portal.” Page 10, July 2022, SharePoint Folder.

ISACA Journal Archives —What Every IT Auditor Should Know About Backup and Recovery-
November 1, 2011 - “These manuals are needed because members of the recovery team

may not normally do some of the business processes.” https://www.isaca.org/resources/isaca-journal/past-
issues/2011/what-every-it-auditor-should-know-about-backup-and-recovery

AZed - “Arizona School Emergency Operations Plans (EOP)- (EOP Minimum Requirements -
Arizona Revised Statutes (ARS) 15-341 (A) (31)- A variety of resources that include guides,
training materials and technical assistance are available to schools relative to the process
of revising or developing a comprehensive emergency operations plan that meets the
individual needs of the school. ADE, AZDEMA, Department of Health Services (AZDHS), and
the Arizona Department of Public Safety (AZDPS) recognizes a national 6-step process of
plan development, as outlined in the two aforementioned national resource documents.
Image/Figure 1 depicts the six steps in the planning process. Each step in the planning
process, Schools should consider the impact of their decisions on ongoing activities such as
training and exercises, as well as on equipment and resources” Arizona Department of

Education, April 2019;
https://www.azed.gov/sites/default/files/2019/08/AZ%20School%20EOP%20Minimum%20Requirements%20-
%20FINAL.pdf?id=5d54571eldcb250abc4a8245
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AZed —image- Arizona School Emergency Operation Plans (EOP).
https://www.azed.gov/sites/default/files/2019/08/A7%20School%20EOP%20Minimum%20Requirements%20-
%20FINAL.pdf?id=5d54571e1dch250abc4a8245

TS DRP/BCP Manual -Section Ill. Disaster Event Declaration- (Page 6) - “Impacts and related
actions resulting from an existing district extend well beyond the needs and actions of the
IT team and IT systems. Actions could include providing temporary workspace, relocating
key employees and initiating emergency evacuation procedures. These actions and the TS
DRP & BCP are part of a larger District-wide DRP & BCP.” july 2022, Microsoft Team Folder.

Global Technology Audit Guide (GTAG) -Business Continuity Management — (Page 3) - 2.3
Disaster Recovery of IT, states “Disaster... A well established and thoroughly tested disaster
recovery plan must be developed in harmony with the BCM plan to increase the probability

of successfully recovering vital organization records.”
https://www.iia.nl/SiteFiles/IIA_leden/Praktijkgidsen/GTAG10.pdf

NIST- the purpose of BCP, “Provides procedures for sustaining mission/business operations

while recovering from a significant disruption.”
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-34r1.p

Premathas Somasekarm -Image- Connection between business continuity plan and disaster
recovery plan- Uppsala Universitet -A Component-based Business Continuity and Disaster

Recovery Framework- March 22017. https://www.diva-portal.org/smash/get/diva2:1108197
JFULLTEXTO1.pdf

FEMA-"Federal Emergency Management Agency (FEMA): “The planning process
introduced and discussed in this guide directly aligns with the process outlined in
Developing and Maintaining Emergency Operations Plans: Comprehensive Preparedness
Guide 101 (CPG 101). This guide is formatted to follow the six steps of CPG 101 and
presents six standard planning steps in Chapters 7 through 12 and then presents key
recommended activities that are specific to pre-disaster recovery planning efforts. Figure 1

can help to serve as a basic orienting checklist for preparing for recovery.”” september 2021,
Version 3.0; https://www.fema.gov/sites/default/files/documents/fema_cpg-101-v3-developing-maintaining-eops.pdf

Arizona State Emergency Response and Recovery Plan -Image- Acknowledgment of
principles being followed. - https://dema.az.gov/sites/default/files/publications/EM-PLN_SERRP.pdf

Government Auditing Standards (GAO) — Requirement -Results of Previous Engagements —
“6.11 - When planning the audit, auditors should ask management of the audited entity to
identify previous audits, attestation engagements, and other studies that directly relate to
the objectives of the audit, including whether related recommendations have been
implemented. Auditors should evaluate whether the audited entity has taken appropriate
corrective action to address findings and recommendations from previous engagements
that could have a significant effect on the subject matter. Auditors should use this
information in assessing risk and determining the nature, timing, and extent of current
audit work and determining the extent to which testing the implementation of the

corrective actions is applicable to the current audit objectives.” Revised 2021, Page 129,
https://www.gao.gov/assets/720/713761.pdf
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1A -2500- MONITORING PROGRESS — “The chief audit executive must establish and maintain a
system to monitor the disposition of results communicated to management.

e 2500.A1- The chief audit executive must establish a follow-up process to monitor
and ensure that management actions have been effectively implemented or that
senior management has accepted the risk of not taking action.

e 2500.C1- The internal audit activity must monitor the disposition of results of
consulting engagements to the extent agreed upon with the client.”
https://www.theiia.org/en/standards/what-are-the-standards/mandatory-guidance/standards/performance-
standards/

1A -2600- Communicating the acceptance of risks- “...If the chief audit executive
determines that the matter has not been resolved, the chief audit executive must

communicate the matter to the board.” nttps://www.theiia.org/en/standards/what-are-the-
standards/mandatory-guidance/standards/performance-standards/

TUSD Policy-Code-DIFA -Office of Internal Audit (OIA) — Unrestricted Access: “The OIA shall
be provided unrestricted access to all functions, records (including data and databases),
property, and personnel relevant to the subject being reviewed... The OIA shall be free of
interference in determining the scope of internal audits, performing audit work, and
communicating audit results. Any auditee impositions, limitations, objections, and or
issues, that could potentially impair or jeopardize the internal audit independence or the
timely completion of an audit, shall be reported to the Superintendent or designee and/or

the Governing Board and Audit Committee.” https://govboard.tusd1.org/Policies-and-Regulations/Policy-
Code-DIFA

TechTarget - “A business impact analysis (BIA) is a systematic process to determine and
evaluate the potential effects of an interruption to critical business operations as a result of
a disaster, accident or emergency. A BIA is an essential component of an organization's
business continuity plan (BCP). It includes an exploratory component to reveal any threats
and vulnerabilities and a planning component to develop strategies for minimizing risk. The
result is a business impact analysis report, which describes the potential risks specific to
the organization studied. One of the basic assumptions behind a BIA is that every
component of the organization relies on the continued functioning of all the others.
However, some are more crucial then others and require a greater allocation of funds and

operational resources in the event of a disaster.”
https://www.techtarget.com/searchstorage/definition/business-impact-analysis

GTAG — Business Continuity Management -5.3- Business Impact Analysis- “A BIA is used to
identify critical business processes that need to be recovered following a disaster event.
The BIA may include an initial discussion of recovery solutions needed to resume the
critical business processes (see “Business Recovery and Continuity Strategy” on page 11).
Participants in the BIA should include staff from the business as well as key suppliers. The
BIA should be performed with the knowledge from the BC risk assessment that defined the
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credible events that could disrupt the business. Typically, BIA meetings are performed
individually for each team. Then, discussions occur with the other teams identified as
critical providers after each BIA meeting.

A. Identifying the Business Processes The first step in a BIA is to identify the business
processes performed by the functional team, the resources needed to perform the
function, and the critical staff performing the work. The business processes initially
should not be broken down into too many individual sub-processes. Business processes
should be identified separately if they have different staffing (e.g., staff roles), service
providers (e.g., third party, outsourcer, etc.), or resources (e.g., IT systems).

B. Determining RTO and RPO Based on Business Impact The second step in a BIA is to
identify the type of business impact if the business process cannot be performed.
Below are some types of business impacts: ® Health and safety (e.g., injury). ®
Environmental (e.g., spill). « Customer service (e.g., loss of customers). ® Financial (e.g.,
penalties). » Regulatory/legal (e.g., governmental action). * Reputation (e.g., loss of
image).

Then, determine a recovery time objective (RTO) based on the types of business
impact. An RTO is a duration of time and service level within which a business process
must be restored (after a disaster) to avoid unacceptable consequences associated with
a disruption in continuity. An RTO is typically identified based on standard time markers
of 0, 3, 7, 14, or 30 days. The business management ultimately determines the correct
RTO for each business process. Typically, the cost of the recovery solution will rise as
the RTO decreases (i.e., if the business process must be restored immediately, the cost
could be very high).

Next, determine a recovery point objective (RPO) for information systems. The RPO is
the amount of data that can be lost if a disaster destroys the information systems.
Business staff must determine how many days’ worth of data can reasonably be lost
and recreated manually. Data can often be recreated from other sources such as
external systems that exchange data with the organization system (e.g., banking
systems). The business management ultimately determines the correct RPO for each
business process. Typically, the cost of the recovery solution will rise as the RPO
decreases (i.e., if the business process cannot afford to lose any data, the cost of data
replication could be very expensive).” https://www.iiacolombia.com/resource/guias/GTAG10.pdf

GTAG -Image- Business Continuity Management for Identifying the business process. pg. 10,
July 2008; https://www.iia.nl/SiteFiles/lIA_leden/Praktijkgidsen/GTAG10.pdf

Ready - “A BIA report should document the potential impacts resulting from disruption of
business functions and processes. Scenarios resulting in significant business interruption
should be assessed in terms of financial impact, if possible. These costs should be
compared with the costs for possible recovery strategies.

The BIA report should prioritize the order of events for restoration of the business.
Business processes with the greatest operational and financial impacts should be restored
first.” https://www.ready.gov/business-impact-analysis
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TS’s -Image — “Business Impact Analysis and Infrastructure Upgrade Plan”. Page 3 Microsoft

Team Folder.

Tech Target —“One of the basic assumptions behind a BIA is that every component of the
organization relies on the continued functioning of all the others. However, some are more
crucial then others and require a greater allocation of funds and operational resources in

the event of a disaster. ). By Paul Kirvan and Carol Sliwa. Tech Target: 2000-2022.
https://www.techtarget.com/searchstorage/definition/business-impact-analysis

Tech Target -Image- Elements of Business Impact Analysis (BIA). By Paul Kirvan and Carol Sliwa. Tech
Target: 2000-2022. https://www.techtarget.com/searchstorage/definition/business-impact-analysis

"Cybersecurity & Infrastructure Security Agency (CISA) - "Standard Operating Procedures
(SOPs) are formal, written guidelines or instructions for incident response that typically
have both operational and technical components. urres://www.cisa.cov/sarEcom/sops

TechTarget — Standard Operating Procedures (SOP)- “A standard operating procedure is a
set of written instructions that describes the step-by-step process that must be taken to
properly perform a routine activity. SOPs should be followed the exact same way every
time to guarantee that the organization remains consistent and in compliance with
industry regulations and business standards. Standard operating procedures provide the
policies, processes and standards needed for the organization to succeed. They can benefit
a business by reducing errors, increasing efficiencies and profitability, creating a safe work

environment and producing guidelines for how to resolve issues and overcome obstacles.
Kate Brush, October 2021, https://www.techtarget.com/searchbusinessanalytics/definition/standard-operating-
procedure-SOP

TS DRP/BCP SOPs — Image- “Standard Operating Procedures for Disaster Recovery &
Business Continuity”. Page 2 — Microsoft Team Folder.

TS -Image- of provided document titled “4.AupiT-TS-DRBC-1-DRBCDEVICELIST-JULY.12.22- TAB:
“NETWORK DATA" Microsoft Team Folder.

TS -Image- Summary of “BackuplLog-Physical Virtual2-July2022”. Microsoft Team Folder.

Stock Adobe -Image — Cover Page of Internal Audit Report for TS DRP/BCP Report.
https://stock.adobe.com/sk/search/images?filters%5Bcontent_type%3Aphoto%5D=1&filters%5Bcontent_type%3Aillustra
tion%5D=1&filters%5Bcontent_type%3Azip_vector%5D=1&filters%5Bcontent_type%3Avideo%5D=0&filters%5Bcontent_t
ype%3Atemplate%5D=0&filters%5Bcontent_type%3A3d%5D=0&filters%5Bcontent_type%3Aaudio%5D=0&filters%5Bincl
ude_stock_enterprise%5D=0&filters%5Bis_editorial%5D=0&filters%5Bfree_collection%5D=0&filters%5Bcontent_type%3
Aimage%5D=1&order=relevance&price%5B%24%5D=1&safe_search=1&limit=100&search_page=1&search_type=see-
more&serie_id=301917265&get_facets=0&asset_id=251060529
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GLOSSARY

American Institute of Certified Public Accountants (IACPA): “Is the national professional
organization of Certified Public Accountants in the United States, with more than 418,000
members in 143 countries in business and industry, public practice, government, education,
student affiliates and international associates.” https://www.aicpa.org/

Arizona Auditor General (AZ Auditor) - The Arizona Auditor General serves as an independent
source of impartial information concerning State and local governmental entities and provides

specific recommendations to improve the operations of those entities”
https://www.azauditor.gov/office-overview

Arizona Strategic Enterprise Technology (ASET) - In alignment with the strategic missions of state
agencies, ADOA-ASET develops and executes the statewide information technology strategy, as
well as provides capabilities, services and infrastructure to ensure the continuity of mission
critical and essential systems for the State of Arizona” https://aset.az.gov/about

Assurance audit — “The motive of assurance is not to correct the issues in accounting records but
to measure the appropriateness as per accounting standards, principles and follow it's
compliance. Moreover, assurance is applied to other aspects such as to assess the procedures
and processes followed in operations. In such a case, processes and operations are closely
observed and assurance will be provided whether the process is being conducted on the basis of
the specified procedure to obtain optimum results.” http://educba.com

Best Practice - “A procedure that has been shown by research and experience to produce
optimal results and that is established or proposed as a standard suitable for widespread
adoption.” Defined by Merriam Webster

COBIT: Control Objectives for Information and Related Technology -It is a framework created by
the ISACA (Information Systems Audit and Control Association). It was designed to be a
supportive tool for managers—and allows bridging the crucial gap between technical issues,
business risks, and control requirements.” https://www.isaca.org/resources/cobit

Continuity of Operations Plan (COOP) - A predetermined set of instructions or procedures that
describe how an organization’s mission-essential functions will be sustained within 12 hours and

for up to 30 days as a result of a disaster event before returning to normal operations.
https://csrc.nist.gov/glossary/term/continuity_of_operations_plan

Contract - Defined by Arizona state legislature: “means all types of state agreements, regardless
of what they may be called, for the procurement of materials, services, construction,
construction services or the disposal of materials.” hthttps://www.azleg.gov/ars/41/02503.htm

Control - The Institute of Internal Auditors (lIA) defines control as any action taken by
management, the board, and other parties to manage risk and increase the likelihood that

established objectives and goal will be achieved.
https://csrc.nist.gov/glossary/term/continuity_of_operations_plan

Disaster Recovery Plan — A written plan for processing critical applications in the event of a major

hardware or software failure or destruction of facilities.
https://csrc.nist.gov/glossary/term/disaster_recovery_plan
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International Electrotechnical Commission (IEC) — Founded in 19060, the IEC is the world’s
leading organization for the preparation and publication of international standards for all
electrical electronic, electronica and related technologies. These are known collectively as
“electrotechnology”. https://www.iec.ch/who-we-are

General Accepted Auditing Standards (GAAS): Are sets of standards against which the quality of
audits are performed and may be judged. Several organizations have developed such sets of
principles, which vary by territory.
https://www.aicpa.org/Research/Standards/AuditAttest/DownloadableDocuments/AU-00150.pdf

Generally Accepted Government Auditing Standards (GAGAS): Also known as the Yellow Book,
are the guidelines for audits created by the Comptroller General and the audit agency of the
United States Congress, the Government Accountability Office. https://www.gao.gov/yellowbook/overview

Federal Information System Controls Audit Manual (FISCAM). “The FISCAM presents a
methodology for performing information system (IS) controll audits of federal and other
governmental entities in accordance with professional standards, and was originally issued in
January 1999.” “The FISCAM provides a methodology for performing information system (IS)
control audits in accordance with GAGAS, where IS controls are significant to the audit
objectives.” https://www.gao.gov/assets/gao-09-232g.pdf

Global Technology Audit Guide (GTAG) - Prepared by the IIA, each Global Technology Audit
Guide (GTAG) is written in straightforward business language to address timely issues related to
information technology (IT) management, risk, control, and security. The GTAG series serves as a
resource for chief audit executives on different technology-associated risks and recommended
practices. https://na.theiia.org/standards-guidance/topics/pages/information-
technology.aspxi:~:text=Global%20Technology%20Audit%20Guides%20(GTAG%C2%AE)&text=The%20GTAG%20series%20serv
es%20as,GTAGs%20from%20the%2011A%20Bookstore.

Industry Standard — “Is the average by which those in a particular field govern themselves. It is
the ordinary manner of doing things in that field and can serve to establish different things in

various legal settings.” Defined by HG Legal Resources https://www.hg.org/legal-articles/what-is-the-
relevance-of-industry-standards-under-the-law-36794

Information Systems Auditor and Control Association (ISACA) — “ISACA stands for Information
Systems Audit and Control Association. It develops controls and guidance for information
governance, security, control, and audit professionals. This international association focuses on
IT governance, providing benchmarks and governance tools for organizations that employ
information systems. ISACA is behind the creation, sponsorship, and driving of the COBIT
framework.

ISACA has served our professional community for more then 50 years. The association was
incorporated as the EDP Auditors Association in 1969 by a small group of individuals who
recognized a need for a centralized source of information and guidance in the new field of
electronic data processing audit. Today, ISACA serves 145,000 professionals in 180 countries,

who span several roles in assurance, governance, risk and information security.”
https://www.isaca.org/why-isaca/about-us

Internal Auditing — IIA’s definition “Internal auditing is an independent, objective, assurance and
consulting activity designed to add value and improve an organization’s operations. At its
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simplest, internal audit involves identifying the risks that could keep an organization from
achieving its goals, making sure the organization’s leaders know about these risks, and
proactively recommending improvements to help reduce the risks.” Additionally, “Internal
auditors are explorers, analysts, problem-solvers, reporters, and trusted advisors. They bring

objectivity and a variety of skills and expertise to the organization.” https://global.theiia.org/about/about-
internal-auditing/pages/about-internal-auditing.aspx

Internal Control — “A plan of organization under which employees' duties are arranged, and
records and procedures are designed, to make it possible to exercise effective control over
processes. Internal control procedures which call for proper authorizations by designated
officials for all actions performed that must be specified and followed.” https://global.theiia.org

International Organization for Standardization (ISO) — “Organizations subordinate to federal
agencies may use the term Senior Information Security Officer or Chief Information Security
Officer to denote individuals filling positions with similar responsibilities to Senior Agency

Information Security Officers.
https://csrc.nist.gov/glossary/term/isoNational Institute of Standards and Technology

National Center for Education Statistics (NCES) — “Is the primary federal entity for collecting and
analyzing data related to education in the U.S. and other nations. NCES is located within the U.S.
Department of Education and the Institute of Education Sciences. NCES fulfills a Congressional
mandate to collect, collate, analyze, and report complete statistics on the condition of American
education; conduct and publish reports; and review and report on education activities
internationally.” https://nces.ed.gov/about/

National Institute of Standards and Technology (NIST) — “The National Institute of Standards and
Technology (NIST) was founded in 1901 and is now part of the U.S. Department of Commerce.
NIST is one of the nation's oldest physical science laboratories. Congress established the agency
to remove a major challenge to U.S. industrial competitiveness at the time—a second-rate
measurement infrastructure that lagged behind the capabilities of the United Kingdom,
Germany, and other economic rivals.” www.nist.gov

Information Technology Laboratory (ITL) — “The Information Technology Laboratory (ITL) at the
National Institute of Standards and Technology (NIST) promotes the U.S. economy and public
welfare by providing technical leadership for the Nation’s measurement and standards
infrastructure. ITL develops tests, test methods, reference data, proof of concept
implementations, and technical analyses to advance the development and productive use of
information technology. ITL’s responsibilities include the development of management,
administrative, technical, and physical standards and guidelines for the cost-effective security
and privacy of other than national security-related information in federal information systems.
The Special Publication 800-series reports on ITL's research, guidelines, and outreach efforts in
information system security, and its collaborative activities with industry, government, and
academic organizations. https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf

Organizational Chart — “Organizational charts are the presentation of reporting relationships and
employee roles in an enterprise. A well-structured organizational structure would help improve
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productivity, but a poor organizational structure can weak the organization.”
https://www.orgcharting.com/poor-organizational-structure/

Plagiarize: To steal and pass off (the ideas or words of another) as one’s own: use (another’s

productions) without crediting the source. Marriam Webster, since 1828, https://www.merriam-
webster.com/dictionary/plagiarizing

Prevention - “Prevention - To prevent, avoid, or stop a crisis event from happening in a school
environment.” 2022 -Arizona Department of Education - https://www.azed.gov/wellness/sep

Protection — “To protect all individuals in a school environment against the greatest threats and
hazards to them in their specific school's environment.” 2022 -Arizona Department of Education

- https://www.azed.gov/wellness/sep

Ready — “Launched in February 2003, Ready is a National public service campaign designed to
educate and empower the American people to prepare for, respond to and mitigate
emergencies, including natural and man-made disasters.” https://www.ready.gov

Response — “To respond to any crisis event on a school campus quickly to save lives, protect the
school's property and environment, and meet basic human needs in the aftermath of a
catastrophic event. 2022 -Arizona Department of Education.” - https://www.azed.gov/wellness/sep

Recovery — “To recover through a focus on the timely restoration, strengthening and
revitalization of infrastructure, housing and a sustainable economy, as well as the health, social,
cultural, historic and environmental fabric of communities affected by a catastrophic incident.”
2022 -Arizona Department of Education - https://www.azed.gov/wellness/sep

The Institute of Internal Auditors (IlA) — “Established in 1941, The Institute of Internal Auditors
(IIA) is an international professional association with global headquarters in Altamonte Springs,
Fla., USA. The llA is the internal audit profession’s global voice, recognized authority,

acknowledged leader, chief advocate, and principal educator.”
https://na.theiia.org/standards-guidance/Member%20Documents/PG-Business-Continuity-Management.pdf

U.S. Department of Education (DOE) - “Is the agency of the federal government that establishes
policy for, administers and coordinates most federal assistance to education. It assists the
president in executing his education policies for the nation and in implementing laws enacted by
Congress.” https://www2.ed.gov

United States Government Accountability Office (GAO) — “GAOQ, often called the
"congressional watchdog,” is an independent, non-partisan agency that works for
Congress. GAO examines how taxpayer dollars are spent and provides Congress and
federal agencies with objective, non-partisan, fact-based information to help the
government save money and work more efficiently.” https://www.gao.gov/about
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Technology Services Responses to DRPBCP Internal Audit Report
DATE: August 2022

PREPARED BY:
Rabih Hamadeh — Interim Executive Director of Technology Services, TUSD

REVIEWED BY:
Blaine Young — Chief Operations Officer, TUSD
Rabih Hamadeh — Interim Executive Director of Technology Services, TUSD

SUMMARY

The Technology Services (TS) Department recognizes and appreciates the work done by Ms.
Martha Smith, the Internal Auditor for Tucson Unified School District, to complete this audit
report. We have discussed the report’s findings and observations with our teams and are
providing in this document relevant responses and feedback.

The TS Department has prepared and provided for this audit a full and comprehensive Disaster
Recovery Plan (DRP) and Business Continuity Plan (BCP) in July 2022. Fourteen documents
were provided in total. Some of the documents are provided as appendices supporting the TS
responses.

The Technology Services Department Disaster Recovery Plan (DRP) and Business Continuity
Plan (BCP) of July 2022, like many technology DRPs and BCPs is intended to be implemented,
when there is a need, by Information Technology (IT) Subject Matter Experts (SMEs) only, and
not by the general audience. This concept of only IT SMEs performing complex IT
troubleshooting has to be strictly required and enforced.

We at the TS department are committed to providing exceptional technology support for our
District, and are constantly searching for ways and best practices to improve and update our
systems, processes and support models, including Disaster Recovery Plans (DRP) and a Business
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Continuity Plans (BCP). While recognizing there are areas that need review and improvement,
the main remark by the TS team regarding most of the findings of this audit is that the audit finds
it necessary to deem incomplete or inaccurate some of the information in the TS DRP and BCP,
rather than recognizing that there is not a unique way to present the information. The additional
perception by the audit findings is that there needs to be more explanations for some of the DR
and BC methods and processes. This is based on an incorrect assumption that the DRP and BCP
should be implemented by non-IT personnel, when in reality, only IT personnel should, and
must, execute the required steps needed for disaster recovery and business continuity. This
concept and practice of IT professionals attending to IT tasks is universally supported by all IT
organizations and related industries. The TS team is willing to continue the discussion with the
internal auditor and all stakeholders, to ensure that the best IT service is provided to our District
and its students and staff.

It is important to recognize that the District successfully operated all business functions and
instructional delivery in a business continuity mode of operation from March 2020 to the present
time (August 2022) during the COVID-19 pandemic. Instructional delivery has continued to
occur remotely and on premise for a large portion of the student population. These
accomplishments clearly demonstrate that the Technology Services team, district departments
and school campuses can, and have achieved, successful business continuity execution. The TS
department teams have also successfully performed many disaster recovery and business
continuity resolutions over the years. As a result, the content of the DRP and BCP document was
based on actual achievements and experiences over the years, and not limited to theoretical
approaches and assumptions. During the Internal Audit Exit Meeting, Ms. Smith offered to
provide an “excellent plan” from a similar size school district as an example of what she believes
should be in place. TS requested that Ms. Smith please provide that document and our team
would be happy to review and incorporate updates where it would benefit TUSD’s DRP/BCP.
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TECHNOLOGY SERVICES’ RESPONSES:
(INTERNAL AUDIT REPORT #001_FY2022-2023)

1. Audit Report Observation #1: “No Departmental Policies and Procedures”.

Technology Services Department Response:

The Technology Services (TS) Department Disaster Recovery Plan (DRP) &

Business Continuity Plan (BCP), July 2022 (TS DRP & BCP, July 2022) is a full
and comprehensive document. For a full review, please refer to the document that
was provided for this audit (Appendix A: Audit-TS-DRBC-1-DRPBCP-July2022).

The TS DRP & BCP, July 2022 does self-document when and how the plan is
used and when plan updates are made.

The TS DRP & BCP, July 2022 includes all relevant DR and BC procedures and
processes.

The TS DRP & BCP, July 2022 follows acceptable standards and better business
practices of the Information Technology (IT) industry, including but not limited to
the Information Technology Infrastructure Library (ITIL), The International
Standards Organization (ISO) and the Institute of Electrical and Electronic
Engineers (IEEE).

The TS DRP & BCP, July 2022 follows one of the many formats used for DRPs
and BCPs. The format and contents of a DRP and BCP are not unique, and vary
based on many industry factors.

The TS DRP & BCP, July 2022 and its supporting documents include in details
all the required and relevant DR and BC information, including but not limited to:
Dedicated Team Info; Disaster Risks, Critical Hardware, Software, Applications,
Resources; On-Site and Off-Site Data Center and Backup Locations.

Audit Recommendations a and b have been addressed in the TS DRP & BCP,
July 2022, and in this response. The recommendations will be reviewed further
and improvements will be made if needed in the updated DRP and BCP.
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2. Audit Report Observation #2: “Limited Information and Content in TS’s DRP/BCP”.
Technology Services Department Response:

e The Technology Services (TS) Department Disaster Recovery Plan (DRP) &
Business Continuity Plan (BCP), July 2022 includes, but is not limited to, the
following information:

o Overview/Scope

o Technology Services Team and District Team including titles, contact
information and responsibilities

o List of Vendors with all relevant information
o Records and Vital Documents
o Essential Systems Information

o Definition of and implementation processes for basic DR and BC tools
such as recovery Point Objectives (RPO), Recovery Time Objectives
(RTO) and Tiers

o Systems Architecture, Resources, Locations and Applications

e DRPs and BCPs can have many accepted IT industry formats and templates. The
plan is not a unique document, with unique outlines and contents.

e Audit Recommendations a - g have been addressed in the TS DRP & BCP, July
2022, and in this response. The recommendations will be reviewed further and
improvements will be made if needed in the updated TS DRP & BCP.
Recommendation c: the reference is techtarget.com. The reference will be
included in the updated TS DRP & BCP

e A few full or partial supporting samples of the content included in the TS DRP &
BCP, July 2022 are shown below. For full content, please refer to Appendix A:
Audit-TS-DRBC-1-DRPBCP-July2022
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I. Overview
Technology systems and services are vital to Tucson Unified School District (TUSD) business processes
and delivery of instruction on school campuses. This Disaster Recovery Plan (DRP) and Business
Continuity Plan (BCP) are a comprehensive approach for Disaster Recovery and Business Continuity of
the District’s systems and data, based on the layered areas shown in Figure 1.

This document describes the steps to be taken by the Technology Services (TS) department and appropriate
TUSD staff to restore and resume proper and acceptable business operations in the event of a disaster or
regional outage impacting the primary or secondary data centers that support the District. The plan focuses
on performing system failover from normal mode of operation to a backup mode of operation. Under certain
failover scenarios, a need may exist to suspend certain District business processes and related applications
to ensure that critical District functions can continue to rmun. The plan also discusses some manual
workaround actions involved in handling certain applications for the District. This document is reviewed
and updated annually and as needed. Specific scenarios are tested annually, based on a pre-determined
Disaster Recovery (DR) and Business Continuity (BC) planning schedule for the respective year underway.

Table 2 — Disaster Recovery & Business Continuity TS Team Members

TS Executive Director, Rabih Hamadeh 520-225-6341 520-981-1909 DR & BC Team Lead
Interim

TS Executive Assistant Linda Ross 520-225-6312 720-431-1260 TS Coordination

Senior Director of James Butler 520-225-6576 520-268-6012 Instructional Technology
Instructional Technology & SME

Online Education

Senior Manager of Andrew Agnew 520-225-5416 520-440-4497 Synergy, Smart Choice SME
Applications and Data
Service

Table 3 — District Senior Leadership Team to be notified in the event of a disaster

Superintendent Dr. Gabriel Trujillo 520-225-6000 520-635-7399 Supermtendent of the District

Lead Counsel/Legal Robert “Rob” Ross 520-225-6041 720-412-9422 District leader of legal and
risk management departments

Chief Operations Officer Blaine Young 520-225-6310 918-521-6945 District leader of operations
and supports

Chief Financial Officer Ricardo Hernandez 520-225-6146 520-495-9131 District leader of financial
services

Executive Director, Interim  Rabih Hamadeh 520-225-6341 520-981-1909 District leader of technology

Technology Services services

Executive Director of Renee Heusser 520-225-6029 480-766-1333 District leader of human

Human Resources resources, benefits
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VI. Systems In-Scope, Recovery Point Objective (RPO), Recovery Time Objective
(RTO) & Tiers

A. Definition

Systems and applications supporting key business processes are grouped into four tiers, based on severity
levels. The Recovery Point Objective (RPO) is the maximum amount of data that an organization can
tolerate losing after a disaster. The Recovery Time Objective (RTO) is the maximum tolerable length of
time that a system can be down after a disaster. New applications are evaluated for DR & BC as they are
introduced into the environment. Business impact analysis reports are conducted as needed and following
major updates, and the DR & BC strategy is adjusted accordingly.

B. Tiers

Tier 0: Operational within 4 Hours following a Disaster Event

3. Audit Report Observation #3: “No written TS DRP/BCP for essential district
departments”.

Technology Services Department Response:

e This finding is beyond the scope of this audit. The DRP and BCP for the District,
while needed and recommended by TS, is beyond the scope of this audit.

e The audit letter of Intent requests in item #1 of the initial documents requested a
“Copy of TS manual for Disaster Recovery Plan (DRP) and Business Continuity Plan
(BCP) or processes if there are no manuals for DRP/BCP”. The copy requested have
been provided by TS.
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Audit Information Sheet

Date: July 2022

Audit Scope: July 1, 2021 to June 30, 2022

Initial Documents Requested:

1. Copy of TS manual for Disaster Recovery Plan (DRP) and Business Continuity
Plan (BCP) or processes if there are no manuals for DRP/BCP.

Copies of TS’s policies addressing the DRP/BCP

Copies of TS’s Operating Standard Procedures for DRP/BCP

Copy of the most recently performed test report.

Copy of the most recent data backup log for the top five items for both cloud and
physical.

Most resent Business Impact Analysis (BIA) Report.

oA N

o

The Technology Services (TS) Department Disaster Recovery Plan (DRP) &
Business Continuity Plan (BCP), July 2022 (Appendix A) includes all the required,
relevant and requested information for the technology DRP and BCP.

The Technology Services (TS) Department Disaster Recovery Plan (DRP) &
Business Continuity Plan (BCP), July 2022 (Appendix A) includes all the essential
and relevant information pertaining to DR and BC to all the IT systems that run the
operations of all the District departments including but not limited to: Facilities, HR,
Transportation, Finance, Student Information System, Legal, School Operations and
other.

The relevant information for systems that run each District department are included in
Appendix A: Audit-TS-DRBC-1-DRPBCP-July2022 (Table 2 — Disaster Recovery &
Business Continuity TS Team Members, Table 4 — Third Party Escalation) and in
Appendix G: Audit-TS-DRBC-1-DRBCDeviceList-July2022 (Appendix G is a
confidential list that can be provided upon request to support this document. It
contains the names and essential information of more than 500 systems and devices
and their functions in regards to departments operations and continuity).
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e Audit recommendations a and b are addressed in the current TS DRP &BCP
(Appendix A) and in this TS response document. TS will work with all district
department to create a District DRP and BCP (Appendix E). The
recommendations will be reviewed and discussed further, and improvements will
be made if needed in the updated DRP and BCP.

e The need for a District-wide DRP and BCP is mentioned by the TS team in
Appendix E: Audit-TS-DRBC-2-Policies-July2022. A partial section is shown
below. For a full review, please refer to Appendix E.

TUCSON UNIFIED

SCHOOL DISTRICT

Policies for Disaster Recovery and Business Continuity
Date: July 2022
Technology Services Policies for Disaster Recovery and Business Continuity

The Technology Services (TS) Department has created and adopted a list of policies,
processes and procedures in the Disaster Recovery Plan (DRP) and Business
Continuity Plan (BCP).

The TS Department will be recommending the adoption of DR and BC policies to the
Tucson Unified School District Governing Board during School Year 2022 — 2023
(SY22-23). The recommendations will be discussed initially with relevant district
stakeholders, the Superintendent and the Superintendent Leadership Team.

The TS Department will also be recommending and leading, or playing a major role in, a
district-wide DRP and BCP during SY22-23, with a target completion date during SY22-
23 or SY23-24.

4. Audit Report Observation #4: “Undifferentiated DRP and BCP processes and
procedures”.

Technology Services Department Response:
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e There is no unique method to assess IT DRPs and BCPs. The IT industry handles
DRPs and BCPs in various ways. Some IT organizations use the plans
interchangeably, while others use then separately. All IT organizations agree
however that the plans complement each other or that the DRP is a subset of the
BCP.

e The Processes and information included in the TS DRP & BCP are relevant to IT
professionals who would handle recovering from a disaster or a major incident.
Many examples can be listed when the TS team has dealt with such incidents in
past years: COVID-19 pandemic and the need for remote instruction and
operations; many power outages due to weather or other reasons; a major security
breach involving a large IT organization that supports our District.

e TS will review the audit recommendation further and make adjustments if needed

5. Audit Report Observation #5: “TS’s DRP/BCP Manual Lacks Foundational Core
Principles”.

Technology Services Department Response:

e The TS DRP & BCP provide full and relevant information to the IT professionals
dealing with an IT disaster. For a full review, please refer to Appendix A.

e Recommendation a and b: TS will review and update the document as needed.
The reference mentioned in recommendation b is techtarget.com for Figure 1 of
the TS DRP & BCP. All other tables and graphs were created by TS personnel
using applications such as Microsoft Word, Excel, Visio or free or purchased
templates provided by third parties.

6. Audit Report Observation #6: “No Management Resolutions to Findings in New
External Test Report”

Technology Services Department Response:

e TS regularly works on resolutions of the test reports and updates are provided to
stakeholders as needed. In general, TS uses the security assessments by third
parties on a regular basis as a mean to evaluate and correct District systems.

e The audit request was for the “Copy of the most recently performed test report”,
as shown in Appendix B. The 100 page third party report was provided by TS
(Appendix H). The resolutions were not requested and are beyond the scope of
this audit. TS is working on the resolutions.
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e The report is confidential and can be provided to relevant stakeholders upon
request, for a limited time and in encrypted format for security reasons. The
report showed no major deficiencies in the District IT systems.

e The audit recommendations will be reviewed further and adjustment will be
made if needed.

7. Audit Report Observation #7: “Un-Implemented Management Responses and
Corrections (MRC’s) from Consultation Audit

Technology Services Department Response:

e TS reviewed all ten observations from the consultation audit of summer
2021 (excerpt below), and followed up either in the TS DRP & BCP of July 2022
(Appendix A) or in the TS Responses, June 2021 (Appendix J)

Observations:

1- No Departmental Policies and Procedures 5
2- Limited Information in the IT Disaster Recovery Plan (IT DRP) 6
3- Vendor Reliability and Support 8
4- No Written Business Continuity Plan for the IT Department 9
5- No Disaster Recovery for Essential District Departments 10
6- No Core Principles, References, or Criteria 11
7- Providing Information Beyond the Scope of the Audit 12
8- Incomplete Documentation of Simulated Disaster Recovery Testing 12
9- Oversights in the Business Impact Analysis (BIA) Report 14
10- Oversight in the Information Technology Disaster Recovery Plan 16

¢ Audit recommendations: The recommendations will be reviewed and discussed
further and improvements will be made if needed in the updated TS DRP and
BCP.

8. Audit Report Observation #8: “Restrictions and Delayed Access to Information”.
Technology Services Department Response:

e TS has always granted and will always grant unrestricted access to the internal
auditor and all auditors.

e Throughout the COVID-19 pandemic, and when necessary TS follows all
District’s rules and policies in regards to social distancing.

e TS requested adjusting the timeline of the audit so that it does not interfere with
the TS team preparation and support for the start of the school year 2022-23. TS
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leadership collaborated with the internal auditor on an updated timeline, and
requested that no future audits be conducted in the months of July or August, if
possible, so that there is no disturbance to the preparation and support for the start
of the school year.

e TS will review the audit recommendation further and will make adjustments when
needed

9. Audit Report Observation #9: “Incomplete Business Impact Analysis (BIA) Report”
Technology Services Department Response:

e TS provided a Business Impact Analysis (BIA) document (Appendix C) that was
requested in this audit. The specific topic of the BIA was the selection of a
specific Cloud platform for some essential District systems for the start of School
Year 2022-23.

e Like many other IT or business documents, a BIA may have various formats,
outlines and content. The BIA provided by TS included basic areas such as
Overview/Scope, Systems Description, Data Collections and Systems Recovery.

e There was a cost analysis performed during the Cloud platform selection process,
but the cost analysis was in parallel to the BIA and not included in it. This audit
did not request a cost analysis.

e TS will review and follow up on audit recommendations if there is a need for
improvement

10. Audit Report Observation #10: “Vague DRP/BCP Standard Operating Procedures”.
Technology Services Department Response:

e The procedures outlined in the TS DRP & BCP, July 2022 (Appendix A) and the
Standard Operating Procedures (Appendix D) are directed to TS and IT personnel.

e [T personnel who are assisting in the disaster recovery and business continuity
will be able to follow — and have followed during past disaster recoveries - all
instructions provided in the above mentioned documents and other relevant IT
documents.

e The audit recommendations will be reviewed further and adjustment will be made
if here is a need.
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11. Audit Report Observation #11: “Variations Between Devices Listed in the Supporting
Data and TS’s DRP/BCP Manual”

Technology Services Department Response:

e TS provided a list of essential IT devices that help run the operations of the
District (Appendix G). While this list was provided to the internal auditor, it is a
confidential list that will be shared only as needed to relevant stakeholders and
only in an encrypted format, for security reasons.

e The list contains approximately 500+ essential devices with relevant information.

e The list is constantly changing which is normal in any IT environment. Some
factors affecting the constant changes are: duplication, end of life, upgrades,
backups, cost, insurance and other.

e TS will review the audit recommendations and make adjustments if needed.
12. Audit Report Observation #12: “Results in TS’s Backup Log”
Technology Services Department Response:

e TS provided three backup log reports including approximately 600 data entries
for Cloud and on premise/virtual data per the audit’s request. The logs showed
less than 5% errors or failures. Very few IT industry reports of any kind show
100% returns. All backup errors and failures, even when minimal, are addressed
and resolved routinely and sometimes daily by TS personnel. This is part of the
IT standard operation procedures

e TS will review the audit recommendations and make adjustments and if needed.
13. Audit Report Observation #13: “Oversights in TS’s DRP/BCP Manual”
Technology Services Department Response:

e Some TS positions have been changed and restructured. Please refer to Appendix
I for the updated Org Chart.

e Audit recommendations are being reviewed and changes and corrections will be
made as needed in the updated TS DRP & BCP
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APPENDIX A

Technology Services Department

Disaster Recovery Plan (DRP)
&
Business Continuity Plan (BCP)

July 2022
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I. Overview

Technology systems and services are vital to Tucson Unified School District (TUSD)
business processes and delivery of instruction on school campuses. This Disaster Recovery
Plan (DRP) and Business Continuity Plan (BCP) are a comprehensive approach for
Disaster Recovery and Business Continuity of the District’s systems and data, based on the
layered areas shown in Figure 1.

This document describes the steps to be taken by the Technology Services (TS) department
and appropriate TUSD staff to restore and resume proper and acceptable business
operations in the event of a disaster or regional outage impacting the primary or secondary
data centers that support the District. The plan focuses on performing system failover from
normal mode of operation to a backup mode of operation. Under certain failover scenarios,
a need may exist to suspend certain District business processes and related applications to
ensure that critical District functions can continue to run. The plan also discusses some
manual workaround actions involved in handling certain applications for the District. This
document is reviewed and updated annually and as needed. Specific scenarios are tested
annually, based on a pre-determined Disaster Recovery (DR) and Business Continuity
(BC) planning schedule for the respective year underway.

Figure 1 — Disaster Recovery and Business Continuity Areas and Processes

Business continuity and
disaster recovery planning

A
Business
continuity
MANAGEMENT plan
LAYERS

RAS A TURE Risk management

Business continuity plans
Validation and testing

Information technology recovery process Disaster

i recovery
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II. Document Maintenance and Update Requirement

This document must be updated periodically to accommodate any system changes or
procedural changes. Among other things, below are the triggers for updating this
document:

= Change in escalation list or key Disaster Recovery and Business Continuity team member

= New operating system technology or service. Examples include enhancements to virtual
servers’ configuration, cloud migration, or adoption of new protocols that will impact
performance and the configuration of production or backup systems.

= Network changes - such as new hardware or communication components that impact
connectivity of employees from a new or alternate remote location.

= Introduction of a new application on the systems that needs to be included in the DR & BC
environment.

= Introduction of new database features such as triggers, null fields or referential integrity
constraints.

= Change of District office services, or introduction of new or modified school campuses.

The existence of DR & BC systems must be taken into consideration when applying
changes to the primary systems, e.g. patching, firmware update, re-configuration. Thus, the
DR & BC systems are part of the change management process. Each change management
record will confirm whether or not actions are needed to keep DR & BC systems in
synchronization with the primary systems.

The DR & BC team meets on a quarterly basis, or when required based on events (Example:
COVID-19 impact on District Operations), to discuss any changes that may affect the DR
& BC plan, and updates the DR & BC plan.

A DR & BC checklist, shown in Table 1, is recommended both for IT Systems and other
District Operations. The checklist is maintained and updated regularly.

Table 1 — Disaster Recovery and Business Continuity Checklist Sample

List of District Locations, Schools, Sites, Departments, Employees

List of Dependencies in Operations and Systems (IT and non-IT)
List of District Rules and Regulations, Governing Board Policies etc...

Minimum level at which District can operate

List of departments and systems (IT and non-IT) that need to be restored first

List of minimum resources (IT and non-IT) needed to keep critical businesses running
Establish and review Recovery Time Objective (RTO), Recovery Point Objective (RPO) and
Tier Levels (0-3)

List potential natural and everyday disasters that may affect the District Operations (IT and
non-IT)

Classify events as High, Medium or Low likelihood
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Review District Insurance coverage (IT and non-IT)

Check secure locations regularly(IT and non-IT)

Communicate DR and BC plan with all stakeholders (IT and non-IT)

Cost Analysis — Quantify the potential downtime or total system or systems failure (IT and
non-IT)

Cost Analysis — Assess the cost of downtime per hour and per day for each system,
department, site or school (IT and non-I1T)

Cost Analysis — Weigh the cost of downtime versus the cost of specific recovery solutions
(IT and non-IT)

III.  Disaster Event Declaration

Failover to the DR & BC site can only be performed when the District has formally
declared a disaster event. Whenever the Executive Director of TS, or Chief Technology
Officer (CTO), become aware of an event warranting declaration of a disaster,
recommendations will be made to the Superintendent. Only the Superintendent or the
Governing Board President can make this declaration. Impacts and related actions resulting
from an existing district extend well beyond the needs and actions of the IT team and IT
systems. Actions could include providing temporary workspace, relocating key employees
and initiating emergency evacuation procedures. These actions and the TS DRP & BCP
are part of a larger District-wide DRP & BCP.

Following a disaster declaration, the Executive Director or the Chief Technology Officer
will lead the execution of this DRP & BCP by engaging all appropriate IT team members,
internal and external resources.

IV. DR & BC Team Members and Escalation List
Tables 2, 3, and 4 list the DR & BC TS Team, District Team and Third Party Vendors

Table 2 — Disaster Recovery & Business Continuity TS Team Members

TS Executive Director, Rabih Hamadeh 520-225-6341  520-981-1909 DR & BC Team Lead
Interim

TS Executive Assistant  Linda Ross 520-225-6312  720-431-1260 TS Coordination
Senior Director of James Butler 520-225-6576  520-268-6012  Instructional Technology
Instructional SME

Technology & Online

Education

Senior Manager of Andrew Agnew 520-225-5416  520-440-4497  Synergy, Smart Choice
Applications and Data SME

Service

Computer Systems Trent Manson 520-225-6424  520-490-9107  Data centers, server
Manager platforms SME
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Telecom Manager

Service Assurance
Manager

Senior Systems
Engineer
Manager of Data
Services

Programming Manager

TS Program Analyst
Email Systems Analyst

Program Coordinator
of School Office
Services

Financial Systems
Analyst

Server Systems
Specialist

Network Sec Sys
Analyst

Wesley Babcock

David Rusciolelli

Todd Allen
Rick Foster
Shannon Toms
Donna Hankins
Maria Arvayo-
Campbell
Mike Dunn
Michael Cota

Shaun Russell

Scott Kruger

520-225-6196

520-225-6770

520-225-6455

520-225-6309

520-225-5560

520-225-6338

520-225-6221

520-225-6255

520-225-6103

520-225-6411

520-225-4646

520-661-3935

520-891-1125

520-850-0891

520-429-5135

520-429-3086

520-403-2549

520-349-3036

520-495-9131

520-631-3432

520-232-4721

520-373-6253

Data & voice networks,
Internet

Service Desk, Work
Orders

Exchange, Office 365
SME

Database systems, SME

Power BI, Reporting
SME
Budget, procurement
SME

District Email Systems

Visions SME, School
Office Training

Visions, Time Clocks
Plus

District Servers and
Apps

District Network

Table 3 — District Senior Leadership Team to be notified in the event of a disaster

Superintendent

Lead Counsel/Legal

Chief Operations
Officer
Chief Financial Officer

Executive Director,
Interim Technology
Services

Executive Director of
Human Resources
Senior Director of
Instructional
Technology & Online
Education

Sr. Manager of
Applications and Data
Services

Technology Services

Dr. Gabriel Trujillo

Robert “Rob” Ross

Blaine Young

Ricardo Hernandez

Rabih Hamadeh

Renee Heusser

James Butler

Andrew Agnew

520-225-6000

520-225-6041

520-225-6310

520-225-6146

520-225-6341

520-225-6029

520-225-6576

520-225-5416

520-635-7399

720-412-9422

918-521-6945

520-495-9131

520-981-1909

480-766-1333

520-268-6012

520-440-4497

Superintendent of the
District

District leader of legal
and risk management
departments

District leader of
operations and supports
District leader of
financial services
District leader of
technology services

District leader of human
resources, benefits
District Director of
Instructional Technology
& Online Education

Synergy, Smart Choice
SME
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Service Assurance David Rusciolelli 520-225-6770  520-891-1125  Service Desk, Work
Manager Orders
TS Executive Assistant  Linda Ross 520-225-6312  720-431-1260 TS Dept. Administration

Table 4 — Third Party Escalation

Edupoint Edupoint EdupointSupport@Edupoint.com Vendor Rep is Carla
Synergy-SIS Customer (877) 899-9111 Lara:
Resource CLara@edupoint.com
Center (CRC) (480) 633-7500
Tyler iVisions-  Tyler 1-800-646-2633 MC Open critical ticket
ERP Technologies  ivsupport@tylertech.com with Technical
MC Services Team.
Zayo - Zayo Group 1-866-236-2824 ncc(@zayo.com Fiber rings repair per
Infrastructure Service Level
Agreement
Involta — Data  Involta LLC 1-800-507-9011 support@involta.com Data Center support
Center per Service Level
Agreement
Cisco — Cisco TAC 1-800-553-2447
Network Data https://www.cisco.com/c/en/us/support/index.html
Lumen Lumen 1-877-453-8353 Legacy 1-877-453-
https://www.lumen.com/en-us/contact-us- 8353
support.html
Cox — Network  Cox 1-866-961-0027 Bus Acct# 224934301
Data
F5 - F5 888-882-7535 Need serial number
DMZ/Network when calling
Data
Microsoft Main Number  800-936-3100 Office 365 — Severity
Quincy Davis ~ 980-776-7138 / 919-455-5014 A Ticket
(TAM) Need to be on
“Authorized” list to
submit a support ticket
VMWare — VMware VMware.com VMware support
Virtual support@vmware.com center, per agreement
Infrastructure contracted devices.
CommVault—  Commvault Ma.commvault.com Commvault support
Backup and LLC 1 877-780-3077 center, per agreement
Restore contracted devices.
Nimble — Data  HPE Nimble 1-877-364-6253 HPE Nimble support
Storage center, per agreement
contracted devices.
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Google Google 650-495--3692 24/7/365 support

Support Jess Cola, Program Manager
jcola@google.com
https://support.google.com

Zoom Zoom Support  480-990-3690 24/7/365 support
Anessa Alderman, Acct Exec
Anessa.alderman@zoom.us
https://Support.zoom.us
Transportation Tyler 1-800-775-5556 Requires district login
Versatran Technologies
Apple Apple Support  602-363-6871 24/7/365 support
Karla Benge, Senior Acct Executive,
kbenge@apple.com
https://support.apple.com
Canvas Canvas 940-340-3827 Same day support
Support Travis Barnes
travis.barnes@instructure.com
https://community.canvaslms.com
MIM Microsoft 800-936-3100 1 Hour turnaround
MS Identity Premier Microsoft Education Support 24/7/365
Mgr. Services Hub (microsoft.com)
Upon disaster declaration, the DR & BC team will call the DR & BC hotline to coordinate.
This hotline number is always available and is accessible to the entire DR & BC team
member. The DR & BC team member who dials in first will setup an instant meeting room
via the portal
DR & BC Outlook E-mail Group: TSDR@tusdl.org; Conference phone: 520-225-5653;
Conference ID: 2775
Additional Options: Video Conference via Zoom, Microsoft Teams, Google Meet or other
third party app.
V. Accessing Vital Records

Certain documents are critical to the DR & BC process and need to be accessible to the DR
& BC team members at all times. These documents are referred to as vital records (Table
5). Each DR & BC team member in the escalation list will retain an electronic copy and a
hard copy of the relevant vital records and keep it with them at all times. Electronic copies
have to be stored outside of the shared folder or any systems in the primary data center.
Hard copies have to be stored outside of the district work area. A complete set of these
vital records are also stored in hard copy format in the TUSD location and the off-site
storage location.

Some vital records that contain sensitive information such as network scheme, IP
addresses, or even username and password, have to be stored securely in a locked safe.
These locked safes are located in designated areas on and off site. Vital records have to be
reviewed and updated annually and as needed.
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Table 5 — Vital Records

01

02

03

04

0s

06

07

08

VI

Disaster Recovery and Business Continuity Electronic and Hard Copies: Secure/Shared
Plan (this document and attached DRBC Location/Individual Location. On site. Off site
Device List)
Telephone Extension Directory Corporate Electronic and Hard Copies: Secure/Shared
Office Location/Individual Location. On site. Off site
DR & BC Team Telephone List Electronic and Hard Copies: Secure/Shared
Location/Individual Location. On site. Off site
Vendor Escalation List Electronic and Hard Copies: Secure/Shared
Location/Individual Location. On site. Off site
Network Infrastructure Failover Procedure Electronic and Hard Copies: Secure/Shared
Location/Individual Location. On site. Off site
Critical Application Disaster Recovery and Electronic and Hard Copies: Secure/Shared
Business Continuity Procedure Location/Individual Location. On site. Off site
Remote Access Instructions to the DR & BC Electronic and Hard Copies: Secure/Shared
site Location/Individual Location. On site. Off site

List Critical Applications License Key Codes  Electronic and Hard Copies: Secure/Shared
Location/Individual Location. On site. Off site

Systems In-Scope, Recovery Point Objective (RPO), Recovery Time Objective
(RTO) & Tiers

A. Definition

Systems and applications supporting key business processes are grouped into four tiers,
based on severity levels. The Recovery Point Objective (RPO) is the maximum amount
of data that an organization can tolerate losing after a disaster. The Recovery Time
Objective (RTO) is the maximum tolerable length of time that a system can be down after
a disaster. New applications are evaluated for DR & BC as they are introduced into the
environment. Business impact analysis reports are conducted as needed and following
major updates, and the DR & BC strategy is adjusted accordingly.

B. Tiers

Tier 0: Operational within 4 Hours following a Disaster Event

The DR & BC system for these applications is built to ensure minimal or no data loss
(RTO is from 0 to 60 minutes). These applications have dedicated backup hardware
available at the alternate data center. The database is replicated in some fashion at the
alternate data center. The frequency of the data replication is near real time.

Tier 1: Operational within 24 to 48 Hours following a Disaster Event

Tier 1 applications will be operational within 24 to 48 hours following a disaster event.
These applications have shared backup hardware available at the alternate data center. Data
restoration will be achieved through the combination of real time data replication at the
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VII.

VIII.

alternate data center and backup tapes stored off-site. There is a potential for some loss of
data (RTO is between 60 minutes and 4 hours). Recovery of any Tier 1 applications will
begin after all Tier O applications are operational.

Tier 2: Operational between 48 Hours and 30 Days following a Disaster Event

Tier 2 applications will be operational between 48 hours and 30 days following a disaster
event. These applications have no standby hardware at the alternate data center. At the time
of the disaster, we will place an emergency order for replacement equipment. The database
is not replicated at the alternate data center. Data recovery will be accomplished via backup
tapes stored off-site at an interval defined on a case-by-case basis. There is a potential for
considerable loss of data (RTO is between 4 hours and 24 hours).

Tier 3: Operational between 30 Days and 60 Days following a Disaster Event

Tier 3 applications will be operational between 30 days and 60 days following a disaster
event. These applications have no standby hardware at the alternate data center. At the time
of the disaster, we will place an emergency order for replacement equipment. The database
is not replicated at the alternate data center. Data recovery will be accomplished via backup
tapes stored off-site at an interval defined on a case-by-case basis. There is a potential for
considerable loss of data (RTO is greater than 24 hours).

Redundancy through Backup and Replication

The District utilizes two methods to achieve redundancy for DR & BC. The first
methodology is through real time replication between the primary systems and a designated
backup system. This method offers optimum RPO and RTO. Since this method is costly
and bandwidth is limited, this method is only used for Tier 0 and Tier 1 applications.
(Exception is for SQL Servers which is done through SQL restore full database, differential
if needed and transaction logs). This method utilizes a secondary High Availability (HA)
system located in the warm DR & BC site in the district colocation.

The second methodology is through periodic backup of systems and production data. This
methodology offers less than optimum RPO and RTO and is applied to Tier 2 and Tier 3
applications. Tiers 2 and Tiers 3 systems are backed up incrementally to tapes every day
and every week using full back-up using. Tapes are stored off-site. In a disaster event, DR
& BC team technicians will deliver the tapes to the DR & BC site for restoration to the
systems.

Network Infrastructure Failover Procedure
Tucson Unified School District Wide Area Network (WAN) runs on a layer 2 network
configured by Zayo. The Zayo WAN consists of two fiber rings: East and West (Figure 2).

The WAN connects to TUSD primary datacenter in the Involta Co-Location from both the
east and west rings for redundancy. The East Ring uplink is located at Palo Verde High
School (1302 S Avenida Vega).
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The West Ring uplink is Located at the Morrow Administrative Services Center 1010 E
Tenth St). Each location has two core Routers that connect to the Zayo WAN to provide
each ring with Active-Active High Availability. For More information, see the Network
Diagram.

The Disaster Recovery and Business Continuity process is automated via the active-active
connection and the redirect of the flow of traffic between the west and east rings. During
Normal operation, the four core routers test path latency and decide which the shortest path
1s. If one of the core routers or one of the aforementioned sites is unavailable, the routers
recalculate and redirect the flow of traffic between the rings.

Figure 2 — TUSD Network Infrastructure

C o )

Morrow I R o DA o Palo Verde
- \ P
/ \

Schools & Sites

\\\\ Involta / // -

! /

A. Site Uplink Routers
Schools and Administrative sites have Cisco ME-3600X Layer 3 Switches connecting to
a Zayo Cisco ME-3600X hosting the Zayo Layer 2 network.
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IX.

Palo Verde houses two Cisco Catalyst 6504-e Chassis for the core routing of the Zayo
network. These routers connect to the Zayo network through Zayo Cisco ASR 9000. The
colocation Involta uplink also runs through Zayo Cisco ASR 9000 router.

Morrow Datacenter houses two Cisco Catalyst 6509-e Chassis for the core routing of the
Zayo network. These routers connect to the Zayo network through Zayo Cisco ASR
9000. The Involta uplink also runs through Zayo Cisco ASR 9000 router.

The Morrow Data Center connects to the Core routers through Cisco Nexus 5000 routers.
Each Rack maintains Dual Nexus 2k Top of Rack Fiber Extender or Cisco catalyst 3750
switches.

The Involta Co-Location Data Center houses two Cisco Catalyst 6800 Chassis running as
a single virtual router in and active-standby configuration for core routing. The TUSD
UCS/Nimble virtual environment are connected to the core 6800°s by Cisco Nexus 5ks.

All Switches and Routers propagate their routing table using Enhanced Interior Gateway
Routing Protocol (EIGRP) within the same domain.

. Branch Site Virtual Private Network (VPN)

Branch sites connect to the TUSD network through an encrypted tunnel between a Cisco
891W Router and terminated at a single Cisco ASR 1001.

. Firewall, Client VPN, Load Balancer

Traffic flows to the internet through an active-passive firewall configuration consisting of
two Cisco ASA 5585 firewalls. These lead to the Client VPN, an ASA 5508 - Remote
access VPN concentrators, dual ASA5516 in active-standby high availability mode. The
DMZ is behind a pair of active-standby F5 LTM load balancers that also manage WCCP
redirection for web filtering.

. Internet Router

TUSD has an ASR 1002-x Router connecting to our ISP Login.com. This connects to
each ASA 5585 through a Bridge Domain Interface.

Applications Replication and Failover Strategy

. Domain Controllers Failover

There will be no manual Domain Controller (DC) failover. All domain controllers at each
site synchronize with each other. There are multiple domain controllers per school and
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district sites so there is no need to use domain controllers at the DR & BC site. The change
of the Doman Name System (DNS) will allow the clients to authenticate at the DR & BC
site when failover is performed. All District devices already point to a DNS server located
at the DR & BC site.

B. Applications Failover Conditions and Requirements

The district’s critical systems are administered by specific failover conditions and
requirements that identify the applications characteristics. Refer to Table 6 for a quick
summary and to the attached DRBC Device List for Systems and Applications Tiers
classification and Essential Information.

Table 6 - Applications Replication and Failover Strategy
 Application  Specific Failover Conditions and Requirements
1  Active Directory = TUSD domains are extended to the DR & BC site.
(AD) and Azure = Additional domain controllers are configured at the DR & BC site, and are
Active Directory synched with the primary domain controller.
(AAD) = Secondary DNS servers in the DR & BC site are currently configured on all
devices, including servers.
2 Database server = Failover relies on Active Directory failover.
for critical = DNS change.
applications = Critically needs to state Structured Query Language (SQL) Restore of full
database, differentials as needed and transaction logs, VM Ware does not work on
database restores.
Preliminary step: Migrate all mailboxes to Office 365 (Microsoft Cloud Service).
High availability and data loss prevention Service Level Agreements (SLAs) will
provide business continuity.
* On-Premises journaling system will provide legal retention and e-mail backup.
4  Shared Folders = Failover for relies on Active Directory Distributed File System (DFS) failover.
Failover for VPN users may require IP address change on the client side.
Routine backup performed per priority level
5  Internet and = Failover of Uniform Resource Locator (URL) and access to all users as long as
SharePoint Active Directory failover conditions are met.
Failover for VPN users may require Internet Protocol (IP) address change on the
client side..

3 E-mail

C. Assumptions and Prerequisites

The failover procedures are based on the fulfillment of the assumptions and prerequisites
listed below. If any of these assumptions or prerequisites is not met, the respective DR &
BC team member must consult their team lead. All vital records should be made available
to the recovery team to ensure successful failover.
Assumptions

o Production systems are no longer accessible (unplanned failover); the

production environment/network may or may not be accessible.
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Infrastructure services including Routers, DNS, and Domain Controllers are
available from alternate data centers.

A regimented auditing, monitoring, and testing had been followed in the
days and weeks prior.

DR & BC system is active and can be accessed

Appropriate passwords for system administration are available at the DR &
BC site.

= All prerequisites listed below have been executed.

Prerequisites

o

o

Critically needs to include SQL Backups of database, full, differential and
transaction logs are successful and files saved off.

The DR & BC team members (including systems administrators) have the
means to connect to the appropriate network resource.

DR & BC network failover steps have been completed: the DR & BC
network has taken over production IP addresses; the DNS update has been
coordinated with the network administrator.

Administrative IDs and Password are available to the Recovery team.

All Replication Checkup tasks have been completed periodically by the IT
team, and at least a few days prior to the failover.

All Daily, Weekly, and Monthly Switch Readiness Validation tasks have
been completed periodically by the IT team, and at least a few days prior to
the failover.

All replication problems have been resolved.

\All vital records are made available to the DR & BC team.

X. Evaluation and Failover Status Check

A. Failover Report
Upon completing the failover procedure, the team leads will provide failover status report,
including the achievement (or non-achievement) of RPO and RTO for Tier 1 and Tier 2
applications, to the TS lead and coordinator of the DR & BC team, who will review the
status report, and provide a summary to corporate management. The summary will also
include a lessons learned section and a future improvement section.
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B. Measuring RTO and RPO
RTO is the measurement of the time needed to bring the application back on-line for the
end users to use and business to function. If application A was down for 2 hours before the
administrators brought it back online, then the ‘recovery time’ of that application is 2 hours.
RPO measures the amount of data or transactions lost during the disaster and failover steps.
Theoretically, this is defined by the last good SQL backup of the data and its transaction
logs. If an application is backed up, or replicated, every 15 minutes, then the recovery point
should be 15 minutes.
When performing the failover steps, the system administrators log the start time and
completion time of the failover procedures for each Tier 1 and Tier 2 application. The
administrators will also perform connectivity testing to confirm that users can access the
DR & BC system. If there was any delay in setting up user connectivity to the DR & BC
system, the administrators will use the user connectivity time as the actual completion time
of the failover procedure. The administrator will submit this record to their team lead. The
team lead will compare the recovery time against RTO.
Next, the system administrators log in to the database and applications, and obtain
screenshots of the last record before failover or disaster. The screenshots will include the
record time stamp. The team lead will use this screenshot to define the recovery point, by
measuring the time lapse between the last record and the official time of disaster. The team
lead will compare this against the RTO.

XI.  Monitoring and Operations Procedure during Disaster
When production systems are failed over to the DR & BC site, all policies, procedures
and standards that apply in the normal course of operations continue to apply. The
monitoring activities are the responsibility of the TS Network Data and Voice Team.

A. Team assignment and Logistics at the DR & BC Data Center

Depending on the size and length of the disaster, it may be necessary to assign a technical
team to the DR & BC site for close monitoring and maintenance (including handling
backup tapes). The DR & BC team lead and coordinator will make logistics decisions on a
case-by-case basis. In any case, refer to the DR & BC site guide for setting up conference
room and work area at the site if needed. There is also documentation with detailed
suggested change regarding the directions to the DR & BC site, contact number, and
directions to our data room within the site

B. User communications and Manual Procedures
The DR & BC Team lead and coordinator are responsible for handling all communications
to corporate management and end users before, during, and after the failover procedure.
The DR & BC team lead and coordinator will delegate specific communication tasks to the
team leads. The main point of the communication is to inform the users of the failover
procedure, and explain that some systems may operate differently than what they normally
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XII.

see in the production systems. Some functionality may not be available, especially for Tier
2 and Tier 3 applications. Therefore, it is important to set their expectations correctly.

DR & BC Periodic Testing

DR & BC failover and related tests are performed annually, bi-annually and as needed,
based on events (Table 7 — Test Calendar for School Year 2021-22 (SY21-22)). Tests are
coordinated by the appropriate TS teams. Test plan, test script, and test scenarios are
prepared before the test takes place. A planning meeting is setup with all parties involved,
and a schedule is defined. Objective and criteria for successful failover is defined, and is
used to measure the effectiveness of the Disaster Recovery and Business Continuity
program. Upon completion of the testing, a report will be created and discussed. Areas for
improvements are identified and addressed with improvement plans, training, work orders
or projects. Among other things, the test can address all or some of the following areas:

- Test successful failover to Tier 1 applications (e-mail, shared folders, other), and
Tier 2 applications

- Test basic operability of Tier 1 applications and Tier 2 applications

- Test usability of Tier 1 and Tier 2 applications by end user

- Test usability of Tier 1 and Tier 2 applications by end user located at remote
locations

- Test the integration of the DR & BC applications in pilot site as needed

- Measure RTO and RPO achievement

The DR & BC change management team meets on a weekly or bi-weekly basis to discuss
any changes to any I'T components. The person responsible for the management of the DR
& BC plan and system sits on this meeting to assess any impact these changes might have
on the processes. In many cases, these changes may drive some changes on the DR & BC
procedure. The person will then update the DR & BC document, re-train the key members
of the new procedure, and include the changed element in the next scheduled testing.

Table 7 — Test Calendar for School Year 2021-22 (SY21-22)

Date Event Team

1/3/22 - 1/14/22 Rapid Security Assessment Report TS and third party

(Confidential Report available upon request) (CDW)
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APPENDIX B
Audit Information Sheet

Date: July 2022
Audit Scope: July 1, 2021 to June 30, 2022

Initial Documents Requested:

1. Copy of TS manual for Disaster Recovery Plan (DRP) and Business Continuity Plan
(BCP) or processes if there are no manuals for DRP/BCP.

Copies of TS’s policies addressing the DRP/BCP

Copies of TS’s Operating Standard Procedures for DRP/BCP

Copy of the most recently performed test report.

Copy of the most recent data backup log for the top five items for both cloud and
physical.

6. Most recent Business Impact Analysis (BIA) Report.

nbkwn

Audit Information:
1. Naming Convention Examples:
a. Audit-TS-DRBC-ItemNumber-ItemShortTitle-July2022
b. Example: Audit-TS-DRBC-1-DRPBCP-July2022
c. Example: Audit-TS-DRBC-4-TestReport-July2022
2. Teams site:: Audit-TS-DRBC-July2022
3. Audit TS Team:

Trent Manson (Lead) — Computer Systems Manager

a
b. Maria Arvayo-Campbell — Email Systems Analyst

e

Shaun Russell — Server Systems Specialist

&

Linda Ross — TS Executive Assistant

e. Rabih Hamadeh (Backup Lead) — TS Executive Director, Interim
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APPENDIX C
Business Impact Analysis and Infrastructure Upgrade Plan

Date: December 2021
Team: TS Infrastructure and Architecture Teams
Upgrade Plan - Cloud Migration:

1. Overview and Scope:

Ity
i et

@@ ScoPe Wi

The scope focuses on the decision process for the start of cloud migration, as part of the

recommendations by the Technology Services Department to upgrade certain essential
systems, in SY21-22 and SY22-23.

The upgrades are needed to ensure optimal daily performance, mitigating risks,
contingency planning, as well as full and quick recovery of essential systems in the event
of a major incident or disaster.

2. Systems Description

1) Physical servers

2) Virtual servers
3) Cloud Platform

4) Some Essential Systems and Applications:
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a. Enterprise Resource Planning (ERP)

b. Student Information System (SIS)

c. Operating Systems (OS)

d. Active Directory (AD) and Azure Active Directory (AAD).
e. Mobile Device Management (MDM) for multiple platforms
f. Network Security Filtering Systems

g. Email Systems

h. Instructional Applications

1. Transportation System

J- Data Backup and Restoration Systems

k. Data Warehouse

1. Library Management System

m. Printing Management and Audit System

n. Business Intelligence Systems

0. TS Work Order Ticketing System

p. Local Area Network (LAN)

q- Wide Area Network (WAN)

a

Wireless Systems

3. Data Collection and Priorities

Data collection regarding the cloud migration process was based on reports, interviews,
research and analysis.

The decision reasoning was based on the following factors and risks:
1) Risk Analysis: Status Quo versus Change
2) Physical versus Virtual versus Cloud for Essential Systems
3) Cost analysis

4) Timeline of Upgrades and Impact on Schools and Sites Operations
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5) COVID-19 impact: On Campus or Remote Learning & Operations

6) Quality Assurance and Systems Reliability & Restoration analysis

7) Cloud platforms comparison (Microsoft, Amazon, Google, other third parties)

8)
9

Data backup and restoration
Critical Impact based on Severity Levels:
a. Maximum Tolerable Downtime (MTD)
b. Recovery Time Objective (RTO)
Recovery Point Objective (RPO)
Tier Levels (0: Severe, 1: Moderate, 2-3: Minimal)

a o

4. Recovery Systems and Resources

In order to preserve data integrity, reliability, proper backup and restoration, and in order
to maintain continual business operations, it was determined to proceed with cloud
migration to the Microsoft Azure platform for certain essential systems, in Spring and
Summer 2022.

Subsequent migration may follow based on need, quality assurance, testing and
performance in the cloud of the systems listed below and cost.

The list of systems included in the cloud migration in Spring & Summer 2022:

1)
2)
3)
4)
5)
6)
7)
8)
9)

Active Directory (AD) and Azure Active Directory (AAD)

Library Management System (Destiny Web)

Printing Management and Audit System (Universal Printing System)
Some Business Intelligence Systems (BI)

Microsoft Identity Manager (MIM)

Some Data Backup Systems

Student Information System (SIS - Synergy)

Transportation System (Versatran)

TS Work Order Ticketing System (Trackit)
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APPENDIX D

Standard Operating Procedures for Disaster Recovery & Business Continuity
Date: July 2022
Standard Operating Procedures for Disaster Recovery & Business Continuity

The Technology Services (TS) Department has created a list of standard operating procedures for
Disaster Recovery (DR) and Business Continuity (BC).

The list is reviewed and updated regularly by key leaders and personnel on the TS team, and
District team when relevant, based on a set timeline (bi-annually) or based on current events or
required systems upgrades (for example: COVID events, migration of systems to the cloud,
other).

The procedures are based on the information and processes outlined in the Disaster Recovery
Plan (DRP) and Business Continuity Plan (BCP) provided and adopted by the Technology
Services Department.

The list of standard operating procedures for DR & BC includes:

1. Primary Document: The DRP & BCP is the primary document adopted and followed by
TS, including processes, procedures, tier levels, records, contact information and other
relevant information contained in the DRP & BCP

2. Updates: THE DRP and BCP document is updated bi-annually and when required based
on need, events, changes or upgrades

3. Meeting Agenda: DR and BC topics are discussed regularly and as needed during TS
department meetings. Plans or changes to procedures are adopted when necessary. Some
of the regular meeting include, but are not limited to:

a. TS Department Meetings (Monthly)
b. TS Department Leadership Meetings (Weekly)
c. Change Management Meetings (Weekly)
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d. Architecture Planning and Review Meetings (Bi-Weekly)
e. Project Management Meetings (Bi-Weekly)

4. Data Backup: Data is backed up daily and weekly on a regular basis and based on needs
or events. Back up methods include, but are not limited to: Full, Incremental and
Differential methods. Data is restored when needed. System platforms include Physical,
Virtual and Cloud

5. Systems and Devices: Systems and Devices are checked, maintained, upgraded and
replaced regularly and as needed, based on life cycle and events

6. Contracts: Contracts with Vendors are checked, discussed, edited, upgraded regularly,
and replaced when necessary

7. Licenses: Licenses for Systems, Software, Hardware and Applications are reviewed,
discussed, upgraded, changes regularly and replaced when necessary

8. Communication and Coordination: Communication to District stakeholders is done
regularly during scheduled, or ad hoc, meetings regarding DR and BC topics.
Stakeholders include, but are not limited to: School, Site and Department Leaders
(Principals, Teachers, Administrators, Directors, Managers, Technicians, Staff);
Superintendent and Superintendent Leadership Team (SLT); Governing Board; Audit
Committees; Oversight Committees; Unitary Status Plan (USP) legal team; School
Safety; Vendors and Contractors; Utility Companies.

9. Reports: Reports are provided regularly and when requested. Reports include, but are not
limited to: DR and BC Updates; Unitary Status Plan reports; Technology Condition Index
(TCI) Report; Facility Condition Index (FCI) Report; Projects Reports.

10. Training: DR, BC, security (Cyber Security, IT and non IT security) and data recovery
training is required and provided regularly to TS and, when necessary, District key
personnel. Training methods include, but are not limited to: cross training; in-person
training; online Training; vendor/contractor training; college courses; local, state and
national conferences and seminars.
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APPENDIX E
Policies for Disaster Recovery and Business Continuity

Date: July 2022
Technology Services Policies for Disaster Recovery and Business Continuity

The Technology Services (TS) Department has created and adopted a list of policies, processes
and procedures in the Disaster Recovery Plan (DRP) and Business Continuity Plan (BCP).

The TS Department will be recommending the adoption of DR and BC policies to the Tucson
Unified School District Governing Board during School Year 2022 — 2023 (SY22-23). The
recommendations will be discussed initially with relevant district stakeholders, the
Superintendent and the Superintendent Leadership Team.

The TS Department will also be recommending and leading, or playing a major role in, a district-
wide DRP and BCP during SY22-23, with a target completion date during SY22-23 or SY23-24.

The current DR and BC list of policies and policy-related information included in the DRP and
BCP:

1. Full DRP and BCP - Detailed info of policies, processes, procedures
Disaster event declaration policy
Contact Information for key TS and District personnel

Contact Information for key TS and District vendors

A

Recovery Definitions: Recovery Time Objectives (RTO), Recovery Point Objectives
(RPO) and Tier Levels

. Inventory of Systems and Devices (attached DRBC Device List)

6

7. Network Architecture

8. Systems and Devices technical and non-technical information
9

. Recovery Procedures and Processes

10. Data centers locations and Information
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11. Vital records locations and Information

12. Testing Calendars and Reports (confidential reports provided upon request)

Some current technology policies adopted by the Governing Board are listed and attached. The
listed policies play a role in preventing disasters and major incidents that may disturb the district
operations and instructions.

1.

Policy Code: EJA — Acceptable Use of Technology Resources

2. Policy Code: EJG — Telephone Usage (Desk Phones, Fax Lines, Cell Phones, Radios)
3.
4. Policy Code: INDB-R2- Laptop Usage - Use of Technology Resources in Instruction

Policy Code: IJNDB — Use of technology Resources in Instruction
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APPENDIX F

Appendix F contains a group of confidential documents.
The documents were provided for this audit upon request.

For security reasons, these documents can be provided only upon request and in an encrypted
format for a limited time.

The titles of the documents for purposes of this audit are:
Audit-TS-DRBC-5-BackupLog-PhysicalVirtualI-July2022
Audit-TS-DRBC-5-BackupLog-PhysicalVirtual2-July2022
Audit-TS-DRBC-5-BackupLog-Cloud-July2022

The documents contain approximately 600 data entries of backup logs for Information
Technology devices and applications that run the District’s operations
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APPENDIX G

Appendix G is a confidential document.
The document was provided for this audit upon request.

For security reasons, this document can be provided only upon request and in an encrypted
format for a limited time.

The title of this document for purposes of this audit is:
Audit-TS-DRBC-1-DRBCDeviceList-July2022

The document contains the inventory and relevant information for approximately 500 essential
Information Technology devices and applications that run the District’s operations.
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APPENDIX H

Appendix H is a confidential document.
The document was provided for this audit upon request.

For security reasons, this document can be provided only upon request and in an encrypted
format for a limited time.

The title of this document for purposes of this audit is:
Audit-TS-DRBC-4-TestReportConfidential-July2022

The100-page document contains test results and information for a security assessment of some of
the District’s technology systems. The security assessment was performed by a third party.

Technology Services

40



TUCSON UNIFIED

SCHOOL DISTRICT

APPENDIX I
Technology Services Organizational Chart — August 2022
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Technology Services Department
August 2022
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APPENDIX J

Responses to the Internal Audit Consultation Report Draft
Topic: Disaster Recovery Plan (DRP)

Date: June 30, 2021

Prepared by:

Blaine Young, Chief Technology Officer

Rabih Hamadeh, Director of Information Technology Infrastructure

The Technology Services (TS) Department recognizes and appreciates the work done by Ms.
Martha Smith, the Internal Auditor for Tucson Unified School District, to complete this audit
report. We have discussed the report’s findings and observations with our teams and are
providing in this document relevant responses and feedback.

We at the TS department are committed to providing exceptional technology support for our
District, and are constantly searching for ways and best practices to improve and update our
systems and support models, including Disaster Recovery Plans and Processes.

Responses to the Internal Audit Consultation Report:

1.

Technology Department Name — “Information Technology (IT) Department”, cover page
(and other pages when used): The correct department name is the Technology Services
(TS) Department, not the Information Technology (IT) Department. The Technology
Services department includes the Information Technology Team, The Instructional
Technology & Online Education Team, and the Application & Data Services Team. The
Disaster Recovery Plan (DRP) applies to all three teams within the TS department. A TS
Organization Chart was provided.

Report Title — “Disaster Recovery and Business Continuity Plan (DRBCP)”, cover page
(and other pages when used): The Audit Letter of Intent provided by the Internal Auditor
stated that the scope of the audit was the Disaster Recovery Plan (DRP), not the Disaster
Recovery and Business Continuity Plan (DRBCP). Business Continuity Planning (BCP)
is distinct and separate from Disaster Recovery Planning (DRP) but it does complement
it. The BCP involves many aspects of recovering business functions, not just technology,
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and needs to be planned and led by the respective departments owning those business
functions.

It is important to recognize that the District successfully operated all business functions
and instructional delivery in a business continuity mode of operation from March 2020 to
March 2021 during the COVID-19 pandemic. Instructional delivery has continued to
occur remotely for a large portion of the student population up until the present time.
These accomplishments clearly demonstrate that the Technology Services team, district
departments and school campuses can and have achieved successful business continuity
execution. We do acknowledge that the District has an opportunity to formalize
documents for Business Continuity Planning.

Overview - Methodology, page 4: Agreed upon Zoom meetings (no physical contact, no
in person meetings, no site visitations, etc...) were used due to the COVID-19 pandemic.

Observation #1 — “No Departmental Policies and Procedures”, pages 5-6: The TS DRP
does self-document when and how the plan is used and when plan updates are made.
Other technology policies and procedures are in place, but are beyond the scope of the
audit.

Observation #2 - “Incomplete Information Technology Disaster Recovery Manual” pages
6-8: A DRP can have many formats and templates. It is not a unique document. What the
audit report categorized as incomplete information could be information presented in
different formats and contexts, using various tools. When our Technology Services team
developed the district DR plan, we collaborated on the content needed to successfully
recover the district’s systems. DRP is an important process but we want to point out that
our TS team regularly responds successfully to system and network outages on a timely
and professional basis. This too is demonstration of an IT organization’s ability to
respond to outages of all sizes that impact the organization.

Observation #3 — “Vendor Reliability and Support”, pages 8-9: Vendors provide contact
information that they deem necessary. TS negotiates and coordinates with vendors as
needed in the event of a disaster or for general support, per the contracts. TS has gone
through a tiered process that identifies the criticality of systems. Maintenance contracts
and support level agreements with vendors are selected based on the critical nature of the
systems.

Observation #4, “No Information Technology Business Continuity Plan”, page 9: The
scope of the audit per the Audit Letter of Intent did not include the Business Continuity
Plan (BCP). Please refer to response #2 above.

Observation #5 — “No Disaster Recovery for Essential District Departments”, page 10:
The following statement extracted in the internal auditor’s report from the DRP
overview, “While the District does currently have institutional practices for backup and
recovery of district systems, based on a recent audit finding, there is a clear need to
formally document a comprehensive approach for Disaster Recovery (DR) of the
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District’s systems and data”, is explaining the reason for the DRP that was developed.
The DRP is the formal response to the gap identified by the Arizona Auditor General.
This plan was reviewed with the District’s Audit Subcommittee in School Year (SY) 18-
19.

9. Observation #6, “No Core Principles, References, or Criteria”, pages 10-11: The DRP is
not a unique document. The DRP may have different formats as determined by a given
organization. The tiering of systems, and associated Recovery Point Objectives (RPO),
and Recovery Time Objectives (RTO) are clearly stated for District’s systems, and are
included in the DR Plan and DR Records (Appendix A — Excel List) as criteria.

10. Observation #7, “Providing Information Beyond the Scope of the Audit”, page 11:
Information was provided per request and was intended to answer the questions in a
comprehensive manner. Some relevant information may be included with other data in
larger documents. For example, requested vendor contracts were submitted in full rather
than extracts. Approximately 400 documents were provided for the internal audit, out of
approximately 600 documents that were prepared by TS.

11. Observation #8, “Incomplete Documentation of Disaster Recovery Testing”, page 11-13:
Relevant testing documentation was provided. Testing documentation and information
may have multiple formats. Additional requested documents and answers were provided
as discussed in follow up meetings, when requested.

12. Observation #9, “Information in the Business Impact Analysis (BIA) Contains Errors”,
page 13-15: Typos or blanks will be corrected as needed. Some blank cells or N/A are per
design. The indicated example of the “1819” school year was meant to be the 18-19
school year. The indicated “Type” example has a sub-heading titled: Hostname — All
Physical that clarifies the type in the list.

13. Observation #10, “Oversight in the Information Technology Disaster Recovery Plan”,
pages 15-16: Typos will be corrected as needed. DR document formats are not unique,
and may have multiple forms. Acronyms definition are optional and may be used based
on type of documents, intended audiences and other factors. Original dates indicated in
tables are projected, while updated dates are exact.
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